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Abstract
Systematic excessive classification of information within the 
security apparatuses of the United States, the European Union, and 
key NATO allies constitutes a structural anomaly within liberal 
democracies. Through comparative analysis, the article identifies that 
the principal driver of this phenomenon is the distinction between 
security secrecy (the protection of genuine security capabilities) and 
political secrecy (the protection of institutions from accountability). 
The research demonstrates that, despite different legal traditions, 
all examined systems share common structural patterns: defensive 
classification as a risk-minimization strategy, asymmetric incentives 
that penalize openness, and weak mechanisms of external oversight. 
The consequences of such practices include erosion of public trust, 
constrained cooperation within alliances, and reduced effectiveness 
in decision-making processes. The article concludes that solutions 
require a paradigm shift – from the logic of the need to conceal toward 
the principle of the right to know, grounded in the presumption of 
openness as the basis of democratic legitimacy. Key operational steps 
include the introduction of mandatory sunset clauses, strengthening the 
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independence and competences of oversight bodies, and harmonizing 
standards at NATO and European Union levels to prevent misuse of 
secrecy for information management rather than security protection. 
Keywords: overclassification, secrecy, intelligence community, 

democratic accountability, right to information, United 
States, European Union, NATO, comparative analysis. 

INTRODUCTORY CONSIDERATIONS

Overclassification is not an administrative error it represents 
a systemic choice. In democracies founded on the principles of 
accountability and transparency, the mass designation of documents 
as “classified”, without clear and verifiable criteria, transforms secrecy 
from an exception into a rule. The consequence of such practice is not 
increased security, but weakened oversight and fragmented cooperation 
among allies.

This paper proceeds from the thesis that overclassification is 
one of the most serious, yet at the same time one of the least regulated 
challenges of contemporary security systems. While public and 
professional debates intensively focus on artificial intelligence, cyber 
defense, and hybrid threats, the practice of routinely restricting access 
to information remains largely neglected – even though it directly 
undermines the democratic values that these states formally uphold.

Before analyzing specific national systems, it is necessary 
to point to the universal frameworks of international organizations. 
Although the United Nations do not have a unified classification 
system, their bodies have, over time, articulated principles balancing 
security and transparency. The United Nations Educational, Scientific 
and Cultural Organization (UNESCO) Guidelines on Freedom of 
Information and National Security (United Nations Educational, 
Scientific and Cultural Organization 2014) require that every restriction 
“be lawful, necessary, and proportionate in a democratic society”. The 
Organization for Security and Co-operation in Europe, in the 1999 
Istanbul Document (Organization for Security and Cooperation in 
Europe [OSCE] 1999), emphasized that secrecy must not serve as a 
pretext for avoiding accountability.
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These universal standards constitute the normative foundation 
upon which more detailed and operationalized instruments were 
later built including the Tshwane Principles on National Security 
and the Right to Information (Open Society Justice Initiative 2013), 
the Council of Europe Convention on Access to Official Documents 
(Tromsø Convention 2009), the evaluation mechanisms of the Council 
of Europe’s Group of States against Corruption (GRECO) (Council of 
Europe 2018), the normative framework of the European Union (EU) 
in the form of Council Decision 2013/488/EU on the security rules 
for protecting EU classified information (Decision 2013/488), and the 
North Atlantic Treaty Organization’s NATO Glossary of Terms and 
Definitions, AAP-06 edition (NATO Standardization Office 2021). The 
common message of all these instruments is clear: a legitimate security 
interest must not override democratic requirements of transparency, 
parliamentary oversight, and public interest. Nevertheless, comparative 
analysis shows that the gap between normative alignment and 
operational practice remains the central problem of overclassification 
in contemporary democracies.

Although practices differ, international and regional frameworks 
demonstrate coherence in defining the principles of responsible 
classification. The Council of Europe’s Group of States against 
Corruption has emphasized on several occasions that excessive secrecy 
undermines anti-corruption mechanisms and oversight, particularly in 
public procurement and resource management. The NATO Glossary 
and the EU Security Rules insist on proportionality, justification, and 
temporal limitation. These standards demonstrate a consensus that 
secrecy must be the exception, not the rule – a consensus which, as 
the analysis will show, often remains at the level of theory rather than 
practice.

At the core of the phenomenon lies the paradox of democracy 
and secrecy: liberal democracy, as conceptualized by Dahl and 
Habermas, requires openness as a condition of the legitimacy of 
political will (Dahl 1989; Habermas 1996). Yet within those systems, 
apparatuses develop whose functionality rests on controlled closure 
creating tension between the right to know and the need for secrecy 
(Fenster 2006). Secrecy within intelligence institutions is not merely 
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a procedural tool, but becomes part of organizational culture a “basic 
assumption” shaping the identity of services and the behavior of 
their members (Schein 2010). In this way, secrecy transforms from a 
technical choice into a normative imperative, creating conditions for 
systemic excess.

The analysis encompasses three analytical levels: the United 
States of America, as a global hegemon with the most developed 
intelligence-security apparatus; the EU as a supranational entity with 
layered and fragmented secrecy regimes; and three European states – 
the United Kingdom, France, and Germany – characterized by different 
approaches to secrecy, ranging from the British “culture of service” to 
the German legacy of the Stasi, the principal secret intelligence service 
of East Germany.

The theoretical framework combines the theory of bureaucratic 
behavior (Wilson 1989), which emphasizes the selection of minimum-
risk strategies, and the theory of democratic accountability (Fenster 
2006), which insists that secrecy must constitute an exception rather 
than a rule in the functioning of democratic institutions. Additionally, 
the paper relies on critical literature on the phenomenon of the 
“Leaky Leviathan” (Pozen 2013) and the institutional dynamics of 
overclassification (Aftergood 2023).

The methodological approach is based on comparative case 
analysis and includes consideration of the following materials: official 
reports of the U.S. Government Accountability Office (GAO), the 
European Ombudsman, and the German Bundestag’s Parliamentary 
Oversight Panel (Parlamentarisches Kontrollgremium – PKGr); 
relevant academic literature by authors such as Steven Aftergood and 
David E. Pozen; research projects of the National Security Archive 
at George Washington University; as well as analysis of key affairs 
such as the Pentagon Papers, the Snowden affair, and cases concerning 
the German Federal Intelligence Service (Bundesnachrichtendienst 
– BND).

The structure of the paper follows the logic of systematic 
comparison: the second chapter is devoted to the analysis of practice in 
the United States, the third to the EU, the fourth presents a comparative 
analysis of the three selected European states, while the fifth chapter 
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offers a synthetic conclusion on possible paths toward establishing 
accountable transparency.

The research focuses exclusively on the comparative analysis  
of the systems of the United States, the EU, and key NATO allies. The 
system of classified information protection in Serbia is not the subject 
of this paper.

Although NATO is mentioned in the title and in the broader 
context of the paper as a framework for the sharing of classified 
information among Western democracies, the paper does not 
analyze its classification system (e.g., AAP-06, Cosmic Top Secret).  
The reason is methodological: NATO does not possess its own 
intelligence capacities nor does it produce original classified 
information, but rather acts as a mechanism for the exchange 
of information generated at the national level. Accordingly, 
overclassification in the NATO context reflects the practices of member 
states, primarily the United States, the United Kingdom, France, and 
Germany – which are covered by this analysis. Additionally, NATO 
standards, including the principles of need-to-know and need-to-share, 
have already been incorporated into national systems and the EU 
framework; therefore, examining them through the prism of member 
states provides an adequate analytical insight into the functioning of 
secrecy within the Transatlantic Alliance.

Within the discourse on excessive secrecy, three approaches 
can be distinguished. The first, critical, characteristic of civil 
society organizations and right-to-information actors, focuses on 
abuses and consequences for transparency and democratic control.  
The second, defensive, characteristic of governmental bodies and 
security structures, proceeds from the need to preserve existing 
practices and emphasizes the risks that reducing secrecy could pose 
to security, stability, or international obligations. The third, academic, 
adopts a neutral position: through analysis of the normative framework, 
comparative practice, and implementation, it seeks to identify systemic 
weaknesses and possibilities for improvement.

This paper belongs to the third, academic approach. Its objective 
is not to take sides in existing controversies, but to offer an analytical 
framework that enables understanding why problems in the field of 
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classified information protection recur, how different approaches 
shape practice, and in what manner a more functional balance between 
security, accountability, and public interest may be achieved.

The title of the paper poses a dilemma: is overclassification 
the consequence of a bureaucratic reflex – a rational but narrowly 
instrumental response to perceived risks – or a security illusion: a 
strategy that conceals political opacity, avoidance of accountability, 
and the management of public perceptions under the pretext of national 
security? The analysis demonstrates that these two options are often 
inseparable in practice: the bureaucratic reflex becomes the mechanism 
through which the security illusion is produced and maintained. When 
fear of error, career risk, and institutional inertia are systematized as a 
“minimum-risk strategy”, secrecy ceases to be a technical measure and 
becomes an instrument of information control rather than of security 
protection.

THEORETICAL PARADIGMS:  
SECRECY BETWEEN SOVEREIGNTY  
AND THE DEMOCRATIC EXCEPTION

Before undertaking a comparative analysis of national systems, 
it is necessary to clarify the theoretical dilemmas concerning the 
relationship between secrecy and democracy. The paradox of liberal 
democracy lies in the need for openness as a source of legitimacy, 
but also for secrecy as a condition for the functionality of security 
apparatuses (Dahl 1989; Habermas 1996). This relationship can be 
understood through two opposing theoretical traditions.

The sovereignty paradigm – from Jean Bodin to Carl Schmitt – 
treats secrecy as an attribute of sovereign authority. In Bodin’s view, 
sovereignty implies the capacity of the state to decide independently 
on matters of vital importance, including the right to withhold 
certain information from the public domain. Schmitt radicalizes this 
relationship with the claim that “sovereign is he who decides on the 
exception” (Schmitt [1922] 2005). The exception operates outside 
procedures of publicity and transparency, thereby making secrecy 
a precondition of extraordinary decision-making. In contemporary 
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security states, this logic is institutionalized: the executive retains 
control over classified information on the assumption that secrecy is a 
condition of effective action in crisis situations.

The democratic paradigm is grounded in Habermas’s principle 
that the public sphere constitutes the basis of democratic legitimation 
of authority. Public debate and access to information enable control 
of political power and transform “narrative power” into “discursive 
accountability” (Habermas 1996). Secrecy is not the rule, but a 
deviation that requires strictly limited justification. Within a democratic 
order, it is permissible exclusively as a controlled and temporary 
departure for the protection of a specific and legitimate interest.  
The problem arises when the exception becomes the rule, and the 
public sphere a secondary value.

From a legal perspective, secrecy is neither a peremptory 
norm (ius cogens) nor an absolute right of the state. It is an exception 
to the rule of transparency, but one strictly regulated by law. 
Secrecy constitutes a form of administrative discretion with clearly 
established legal limits. Authorities must ensure that every decision 
on classification is: 1) reasoned, 2) based on an assessment of harm, 
3) time-limited, and 4) subject to review. This framework, shared by 
the Tshwane Principles (Open Society Foundations 2013) and the 
Tromsø Convention, forms the normative foundation of responsible 
classification.

A key analytical distinction lies in differentiating between the 
protection of genuine security capacities (security secrecy) and the 
“protection of institutions from accountability” (political secrecy). 
The former refers to safeguarding actual security capabilities (sources, 
methods, operational plans, cyber defense), while the latter serves to 
shield institutions and officeholders from accountability, oversight, 
or public criticism. The theoretical thesis emerging from this 
distinction is that overclassification is often a political, rather than a 
security, problem. It results from the expansion of the exception and 
asymmetries of power within institutions, rather than from an excess 
of security caution.

This distinction becomes particularly relevant when analyzing 
patterns of overclassification. In practice, political secrecy manifests 
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through: 1) the mass designation of entire documents as classified 
even though only a portion is sensitive; 2) retroactive classification 
after information has already entered the public domain – as a form of 
ex post censorship; 3) the preservation of “obsolete secrets” without 
regular risk review; and 4) the expansion of the concept of “national 
interest” to commercial or administrative data. These patterns, though 
differently formalized, are recognizable across systems – from the 
US to Germany – indicating a structural dynamic rather than isolated 
institutional errors.

Contemporary security frameworks increasingly question the 
traditional need-to-know model as the exclusive guiding principle. In 
an era of hybrid threats, mass surveillance, and complex challenges, 
this restrictive approach reveals its limitations. Consequently, the need-
to-share principle is being affirmed – the idea that information should 
be made available to subjects who can effectively apply it for collective 
defense, even if they were not directly involved in its production. This 
evolution does not represent opposition, but rather an upgrade: the 
need-to-know principle protects against misuse, while need-to-share 
ensures efficiency and resilience. This dichotomy is institutionalized 
in the EU Security Rules and in the NATO Glossary of Terms and 
Definitions, AAP-06 edition, where both approaches are presented as 
complementary principles.

This theoretical framework represents an analytical “map” 
for examining concrete systems. It enables a distinction between 
legitimate security secrecy and political misuse, identification of the 
moment when the “exception” becomes the “rule”, and assessment 
of whether secrecy functions as an instrument of protection or of 
control. Equipped with these conceptual tools, the analysis turns to a 
comparative consideration of three levels: the US as a global paradigm, 
the EU as a supranational experiment, and key NATO allies with their 
differing traditions. This dichotomy is particularly relevant in the 
context of allied organizations such as NATO, where the principles 
of need-to-know (protection against information leakage) and need-
to-share (ensuring collective defense) exist in constant tension. The 
NATO Glossary of Terms and Definitions, AAP-06 edition, explicitly 
recognizes this dichotomy, yet practice demonstrates that technical 
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standards alone are often insufficient to overcome cultural and political 
obstacles to information sharing.

The United States: The Paradigm of a Culture of Secrecy

The US represents the most developed, yet also the most 
problematic example of systemic overclassification. Although 
described as an “open democracy”, the US operates under a secrecy 
regime unprecedented in modern history. According to estimates 
by the Federation of American Scientists, the US security apparatus 
classifies over 50 million pages of documents annually – a figure 
that, while lower than at the peak of the Cold War, still indicates the 
massive application of the principle “classify everything you can” 
(Aftergood 2023). This practice is rooted in administrative culture, 
legal framework, and institutional incentives that reward caution and 
penalize openness.

The principal legal act regulating classification in the United 
States for decades was Executive Order 13526 (White House 2009). 
It defines three levels of classification – Confidential, Secret, and Top 
Secret – and requires classification only if unauthorized disclosure 
could “reasonably be expected to cause damage to national security”. 
On paper, the framework appears reasonable, but in practice there 
is no effective mechanism for verifying justification. The decision 
is made by an individual official, often without adequate training, 
oversight, or consequences in cases of excessive secrecy. The 
same act provides for automatic declassification after 25 years, yet 
permits unlimited exemptions “for enduring security interests”. As 
a result, more than 80% of documents older than 25 years remain 
classified (Public Interest Declassification Board 2022), rendering 
“automatic” declassification a bureaucratic fiction. In October 2022, 
the administration of President Joe Biden adopted Executive Order 
14040 (White House 2022), intended as a “reform for a new era”. 
The act seeks to address chronic systemic weaknesses: it introduces 
standards for the “digital compatibility” of classified data, strengthens 
the role of the National Archives in coordinating declassification, and 
promotes technologies for “bulk declassification”. However, as Pozen 
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(Pozen 2023) emphasizes, Executive Order 14040 does not resolve the 
core problem: it neither limits officials’ discretion in classification nor 
introduces sanctions for unjustified excess. The reform remains within 
the logic of “technocratic management” – improving processes without 
questioning the culture of secrecy that produces them.

Three key factors explain the persistence of overclassification in 
the United States:

1) Culture of secrecy – The legacy of the Cold War and the “war 
on terror” has created a mentality in which “it is safer to withhold 
than to disclose”. As a former Director of the Central Intelligence 
Agency stated before Congress: “No one has ever lost their job for 
overclassifying” (US Congress 2016; Aftergood 2023; Schein 2010). 
Secrecy has become part of professional identity, while openness is 
perceived as risk.

2) Fear of accountability – Officials know they will be 
sanctioned if they disclose information, but almost never if they 
unjustifiably conceal it. The cases of Chelsea Manning and Edward 
Snowden demonstrated that leaking information, even in the public 
interest, leads to imprisonment or exile. As Fenster (Fenster 2006) 
observes, the system creates asymmetric incentives that undermine 
democratic accountability.

3) Bureaucratic inertia – The declassification process is slow, 
costly, and technically demanding. Instead of systematic review, 
agencies extend classification status “just in case”. This is an example 
of a “minimum-risk strategy” (Wilson 1989): when the costs of error 
in favor of openness are high, and those in favor of secrecy negligible, 
the choice is always – secrecy.

Two examples particularly illustrate the consequences of 
excessive secrecy:

1) The Iraq War (2003–2011) – While the media and Congress 
debated “weapons of mass destruction”, key intelligence reports 
indicating a lack of evidence were classified. Only later did it become 
clear that secrecy had prevented informed democratic debate. As the 
National Commission on Terrorist Attacks Upon the United States 
concluded, “secrecy did not protect national security – it concealed 
unpreparedness and poor judgment” (The National Commission on 
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Terrorist Attacks Upon the United States [9/11 Commission] 2004, 
417).

2) NSA (National Security Agency) mass surveillance programs 
– As revealed by Edward Snowden in 2013, segments of the PRISM 
and UPSTREAM programs were classified not due to operational 
sensitivity, but to conceal the scope of surveillance over citizens. 
The consequence was a crisis of trust between the state and society. 
As Connelly (Connelly 2023) notes, “when even court decisions are 
classified, democracy loses its reflexive capacity”.

Excessive secrecy directly undermines congressional oversight 
as a key mechanism of democratic control. Although Congress formally 
has the right to access all intelligence information, in practice such 
access is often delayed or incomplete materials are provided. Thus, a 
small number of legislators are expected to oversee tens of thousands 
of classified activities annually – a practically impossible task. An 
additional problem is historical amnesia: without access to archival 
records, researchers and future decision-makers are deprived of the 
opportunity to learn from the past. As historian Matthew Connelly 
observed, “when the state writes its own history, it becomes myth, not 
lesson” (Connelly 2023).

European Union:  
Challenges of Supranational Secrecy

The EU represents a special case in the analysis of over-
classification, not because of the scale of its intelligence apparatus, but 
because the protection of sensitive information is built upon national 
secrecy regimes. The paradox – “European transparency” based on 
“national closedness” – creates a layered architecture of secrecy that 
often functions more as a barrier than as a filter. The consequence is a 
system in which information can be doubly or triply classified: at the 
level of the member state, as EU classified information, and sometimes 
also through bilateral agreements with NATO or the United States. 
The main legal act regulating secrecy at the level of the EU is Council 
Decision 2013/488/EU on security rules for protecting EU classified 
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information. This act defines four levels of secrecy, i.e., classification: 
EU Restricted, EU Confidential, EU Secret, and EU Top Secret.

At the normative level, the system enables interoperability 
between institutions and member states. In practice, however, each 
state retains sovereign control over the interpretation and application 
of categories. Thus, a German document marked “VS – Nur für den 
Dienstgebrauch” (Confidential – for official use only) may be treated 
in Brussels as EU Restricted, while a French document of the same 
content may be elevated to EU Secret, due to the institutional culture 
of protecting information of vital importance to the French state (secret 
défense). This fragmentation in risk perception makes joint analytical 
activity almost impossible.

The EU has no central body for declassification. A document 
marked EU Secret retains that status until the member state or institution 
(e.g., the Council of the EU) explicitly declassifies it, with the consent 
of all actors involved in its creation. In practice, this means that most 
documents never lose their classified status. Theoretical alignment 
with standards is often not followed by consistent implementation: 
EU regulations require that classification be proportional, justified, 
time-limited, and based on concrete harm, with the principles of  
need-to-know and need-to-share. Yet in practice, secrecy is often 
treated as the default procedure, especially in public procurement, 
infrastructure projects, and contracts with foreign capital or European 
funds. Documents are often assigned a high level of secrecy without 
adequate risk analysis or a clearly articulated justification.

The practice of the European Union Agency for Cybersecurity 
(ENISA) shows that greater openness in incident management 
contributes substantially to systemic resilience. On the other hand, 
excessive secrecy makes cross-sector cooperation more difficult 
– both among state institutions and between the public and private 
sectors. Such closedness runs counter to the principle of need-to-share, 
which, according to European cybersecurity standards, is crucial for 
the effective exchange of technical information and indicators of 
compromise.

Three factors explain over-classification at the level of the EU:
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1) Protection of the negotiating position – in trade negotiations 
(e.g., the Transatlantic Trade and Investment Partnership with the U.S., 
the Trade Agreement with Canada, the Common Foreign Policy), the 
European Commission and delegations often classify even technical 
analyses in order to limit public debate. The European Ombudsman 
has repeatedly criticized this practice, particularly in the context of 
negotiations with the U.S. in the field of the digital economy (European 
Ombudsman 2021).

2) Lack of parliamentary oversight – unlike national systems, 
the European Parliament has no direct oversight over documents 
marked as EUCI (EU Classified Information). The “Interinstitutional 
Agreement on Confidential Documents” restricts access to a narrow 
circle of Members of Parliament, without the right to public disclosure 
or debate.

3) Culture of diplomatic reserve – many EU officials come from 
national diplomatic services where secrecy is the rule. This mentality 
is transferred to Brussels, where a “security clearance” is often used as 
a status symbol rather than as an instrument of necessity.

Two cases clearly demonstrate systemic problems:
1) Negotiations on the Transatlantic Trade and Investment 

Partnership (2013–2016) – more than 90% of documents were 
classified, including impact assessments on health, the environment, 
and labor rights. When international NGOs Greenpeace and Corporate 
Europe Observatory published parts of the documentation, it became 
clear that many concerns were justified, but by then it was too late for 
meaningful public debate.

2) Operation “Irini” (2020 – present) – the EU naval mission 
in the Mediterranean, aimed at enforcing the arms embargo on Libya, 
classified even geospatial data on ship movements as EU Secret. This 
prevented independent verification of the mission’s mandate and led 
to accusations that the EU was concealing cooperation with Libyan 
militias (European Parliament 2023).

Over-classification in the EU directly undermines the principle 
of an open and transparent Union established by the Lisbon Treaty 
(Article 1 TEU). Instead of clear insight into decision-making 
processes in the fields of security and foreign policy, citizens face 
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an institutionalized wall of secrecy, justified by “efficiency” or 
“delicacy”. The consequence is an erosion of legitimacy: according to 
Eurobarometer 2024, only 28% of citizens believe that institutions act 
in their interest, with secrecy being one of the key sources of distrust 
(European Commission 2024; Transparency International 2025).

Fragmented classification practices further complicate 
cooperation within the Union. A German service may hold information 
that it internally treats as “confidential”, but once it is forwarded to 
Europol, it becomes EU Confidential and is no longer accessible to the 
German parliamentary oversight committee. Such jurisdictional traps 
create gaps in the control system and increase the risk of institutional 
errors.

The problem is compounded by bilateral agreements with 
NATO, which introduce an additional layer of classification. A 
document marked as EU Secret may be reclassified as NATO secret 
if it contains information relevant to allied defense. This creates 
administrative barriers and the risk of “creeping classification” – the 
gradual and unjustified increase in the secrecy level of documents.

Comparative Analysis of Key NATO Allies:  
United Kingdom, France and Germany

Although they belong to the same Transatlantic alliance and 
face common security challenges, the United Kingdom, France, and 
Germany show significant differences in their approach to secrecy 
– not so much in regulations, but in institutional culture, the degree 
of parliamentary oversight, and the willingness to reassess practices. 
The common pattern is that over-classification is less a consequence 
of law and more the result of implicit norms within intelligence 
communities (Moran 2022). Differences in democratic tradition and 
historical experience lead to variations in how secrecy is subject to 
public and institutional scrutiny. This variability reflects deeper 
differences in organizational cultures (Schein 2010): the British 
system interprets secrecy through official loyalty, the French as an 
expression of sovereignty, and the German as a potential threat to the 
individual that must be strictly limited. These three models represent 
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an ideal analytical framework for examining what Habermas calls “the 
tension between administrative efficiency and democratic legitimacy” 
(Habermas 1996).

The British secrecy system is based on the Official Secrets Acts 
of 1989, which do not define what is “secret”, but instead sanction 
any unauthorized disclosure of information “in the possession of a 
civil servant” (Legislation 1989; Group of States against Corruption 
2023). This vagueness allows for broad interpretation: anything the 
state considers sensitive can become subject to criminal prosecution. 
The consequence is a culture in which secrecy is part of professional 
identity, particularly in MI6, GCHQ, and the Ministry of Defence.

The key problem is limited parliamentary oversight. Although 
there is an Intelligence and Security Committee, its members are 
appointed by the Prime Minister, and the committee has no right 
to initiate investigations on its own. In the inquiry into British 
involvement in a CIA (Central Intelligence Agency) operation that 
included the unlawful transfer of detainees, the Committee had limited 
access to documents because they were marked US Classified, and 
British agencies had no authority to declassify them (Intelligence and 
Security Committee of Parliament 2007). Recent reform attempts 
– such as the Freedom of Information (Amendment) Bill of 2023 – 
have led to further expansion of exemptions for security services, 
thereby weakening the freedom of information regime even more. 
As investigative journalist Richard Norton-Taylor observed, “British 
secrecy today functions like a private club, not as part of public 
administration” (Norton-Taylor 2024). This metaphor illustrates a 
system in which secrecy is institutionalized as a means of elite self-
preservation rather than as a technical security measure.

The French approach to secrecy is based on strong centralization 
of power and the tradition of the primacy of state interest (raison 
d’État). Law No. 91–646 on the secrecy of correspondence via 
electronic communications (Légifrance 1991), adopted in 1991 
and amended in 2017 and 2021, gives the executive branch almost 
absolute control over classification. Ministers of Defense or the 
Interior can unilaterally declare documents “secret” without judicial or 
parliamentary approval, and the secrecy period can last up to 75 years.
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Parliamentary oversight formally exists through the Advisory 
Commission on Secrecy in the Field of National Defense (Commission 
consultative du secret de la défense nationale – CCSDN), but it has no 
authority to order declassification, only to issue recommendations that 
are often ignored. An illustrative case is France’s military engagement 
in the Sahel, where reports on civilian casualties and targeting errors 
remained classified for years, preventing public debate on the effects 
of the intervention.

French media and researchers are subject to criminal sanctions if 
they publish classified information, even when obtained through third 
parties (e.g., WikiLeaks). Thus, in 2022, journalist Marie-Marguerite 
Sablon was criminally prosecuted under the French equivalent of the 
British Official Secrets Act after publishing a document on cooperation 
between the French foreign intelligence service – the Directorate-
General for External Security (Direction Générale de la Sécurité 
Extérieure) – and Moroccan intelligence services, even though the 
document did not originate from the French archive. Such practices 
not only violate principles of freedom of speech but also undermine 
democratic accountability: when even already obtained information 
becomes a criminal offense, society loses the ability to influence 
security policy.

The German approach to secrecy is strongly shaped by the 
historical legacy of the Stasi and the regime of personal data protection. 
The Secrecy Act (Geheimhaltungsgesetz) of 2016 requires that 
classification be proportional, time-limited, and subject to regular 
review. Any document older than 30 years automatically loses its 
classified status unless it can be proven that its disclosure would still 
pose a risk.

The key difference compared to the United Kingdom and 
France is stronger parliamentary oversight. The German Parliament’s 
Committee for the Oversight of Federal Intelligence Services 
(Parlamentarisches Kontrollgremium – PKGr) has the right to demand 
access to any document, including those marked state secret (Streng 
Geheim), and to summon the directors of Bundesnachrichtendienst 
– BND, Bundesamt für Verfassungsschutz – BfV, and Amt für den 
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Militärischen Abschirmdienst – MAD for public or closed hearings. 
In the case of cooperation between the BND and the American NSA, 
the committee launched a comprehensive investigation in 2014 
that led to legislative reform and a ban on mass data collection on  
EU citizens.

Germany is also not immune to over-classification. In areas 
such as arms exports or the deployment of the Bundeswehr abroad, 
documents are often classified “as a precaution”, even when they do 
not contain operationally sensitive information. Critics, including 
Transparency International Deutschland, point out that secrecy in 
such cases is used to conceal politically unfavorable information, 
such as actual costs or civilian casualties (Transparency International 
Deutschland 2024). This shows that even in a system with the most 
developed oversight mechanisms, a culture of precaution can prevail 
over the principles of transparency.
Table 1. Comparative conclusion: Three Models, One Problem

Country Legal Framework Level of  
Oversight

Culture of 
Secrecy

United  
Kingdom

Vaguely defined 
(OSA)

Weak, under  
executive control

Secrecy as 
deontology

France Centralized
(secret défense)

Formal
without  

executive control

Raison d’État
as absolute

Germany
Proportional  

(Geheimhaltungs-
gesetz)

Strong  
parliamentary 

oversight

Secrecy as 
exception

Source: Author’s compilation.
What the British, French, and German systems have in common 

is that secrecy functions as an instrument of risk management, but 
primarily political rather than security risk. Overclassification in 
all cases prevents institutional learning from previous mistakes, 
undermines public trust, and complicates cooperation within NATO. 
It is particularly problematic when British documents cannot be shared 
with German partners due to differing standards in the interpretation of 
the concept of secrecy.
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CONCLUDING REMARKS: TOWARDS A CULTURE 
OF RESPONSIBLE TRANSPARENCY

The analysis of practices in the US, the EU, the United 
Kingdom, France, and Germany demonstrates that overclassification 
is not a technical anomaly but a structural characteristic of modern 
democratic security apparatuses. Although the systems differ in legal 
form, institutional architecture, and historical context, three common 
causal patterns can be identified:

1) Culture of secrecy as a norm – the logic of “safer to close than 
to open” is internalized as a rule of behavior (Schein 2010).

2) Asymmetric incentives – officials who disclose information 
bear risks (career, disciplinary, legal, criminal), while those who 
unjustifiably expand secrecy almost never face consequences (Fenster 
2006).

3) Weak external oversight mechanisms – whether the U.S. 
Congress, the European Parliament, the United Kingdom’s Intelligence 
and Security Committee, or Germany’s Parliamentary Control Panel 
over intelligence services, all these bodies operate with limited access 
to information, insufficient resources, or political silencing.

The combination of these factors produces a systemic pathology: 
secrecy ceases to serve the protection of national interests and becomes 
an instrument for shielding institutions from public and democratic 
accountability. The consequences are profound and multi-layered.

First, the effectiveness of intelligence work declines. When 
information is excessively fragmented and unavailable even within 
the same institution, the risk of duplicated activities, analytical errors, 
and missed critical signals increases. Such deficiencies were identified 
by the U.S. 9/11 Commission as one of the causes of the American 
systems failures (The 9/11 Commission 2004).

Second, there is an erosion of public trust. The legitimacy of 
the security apparatus is undermined when citizens see that decisions 
on war, mass surveillance, or international agreements are made 
under secrecy and later found to be based on incorrect or manipulated 
assumptions (e.g., the 2003 invasion of Iraq or the 2021 withdrawal 
from Afghanistan). According to Transparency International 
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(Transparency International 2025), even 62% of citizens in NATO 
member states believe that “secrecy is used to conceal political 
motives”.

Third, the negative consequences affect international 
cooperation. NATO and the EU rely on trust and information sharing, 
yet in practice a UK document may remain inaccessible to a German 
partner due to a UK Secret classification, or a French report due to the 
secret défense regime. Under such conditions, alliances lose operational 
value, and secrecy becomes an obstacle to collective security.

Overclassification is a structural problem, not the result of 
individual abuses. It arises from a systemic logic that rewards opacity, 
penalizes openness, and lacks effective mechanisms for retroactive 
review of the justification for secrecy. This pattern is present both in 
the US, the most powerful democracy, and in Germany, which has the 
most developed oversight mechanisms.

International legal frameworks provide a clear path toward 
responsible transparency. The Tshwane Principles on National Security 
and the Right to Information (Open Society Foundations 2013) 
require that every classification decision be accompanied by a risk 
assessment, proportionality justification, and the application of the 
lowest necessary level of protection. The OSCE Istanbul Document 
(OSCE 1999) prescribes prohibition of the misuse of national 
security as a justification for concealment of corruptive practices and 
institutional irregularities. The Council of Europe Tromsø Convention 
(Tromsø Convetion 2009) emphasizes that secrecy must be time-
limited, subject to independent review, and based on an objective risk  
assessment.
Table 2. International Standards on Overclassification
Instrument /  
Organization

Key Principle Practical Application

GRECO  
(Council of Europe)

Secrecy must  
not undermine  
anti-corruption  
mechanisms

Specifically criticizes 
excessive use of 
secrecy in public 
procurement and 
management of public 
resources
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EU Security Rules Proportionality, 
justification, and  
time limitation

Often applied formally, 
without substantive 
assessment of actual 
security risk

NATO AAP-06 Combination of  
“need-to-know” 
and “need-to-share” 
principles

Encourages inter-allied 
cooperation but often 
conflicts with national 
secrecy cultures in 
practice

Tshwane Principles 
(2013)

Specific and probable 
harm; democratic 
necessity

Serves as a reference 
model for reforming 
national classification 
laws and policies

OSCE Istanbul 
Document

Prohibition of misuse 
of national security

Directly relates 
to preventing 
the concealment 
of corruption 
and institutional 
irregularities

Source: Author’s compilation
These standards point to two mechanisms: 1) cumulative tests 

– access restrictions must meet the criteria of necessity, overriding 
interest, and specificity (specific and probable harm), with the burden 
of proof resting on the authority; 2) absolute prohibition of using 
secrecy to conceal irregularities.

However, in practice, problems arise when technical standards 
are applied formally, without substantive connection to these 
criteria. This leads to two consequences: 1) systemic undermining of 
protection mechanisms – excessive use diminishes the credibility of 
the classification; 2) limitation of democratic oversight – parliaments, 
oversight bodies, and media remain without access to critical 
information.

The solution does not lie in further tightening controls, but in 
a fundamental paradigm shift – from the logic of need to hide to the 
principle of right to know. Key steps include: 1) Introducing a legal 
mechanism that automatically terminates the validity of classification 
laws, provisions, or measures upon expiration (sunset clause), implying 
automatic declassification of information after a predefined period (e.g., 
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ten years for Confidental, 15 years for Secret, except in cases where the 
justification for extension is explicitly and documentedly proven); 2) 
Strengthening independent oversight bodies – granting initiative rights, 
requiring public reporting, and direct access to archives; 3) systematic 
training of officials in the field of ethics of transparency – not only 
regarding the procedural application of confidentiality regimes, but also 
in understanding democratic responsibility and the public interest; 4) 
Harmonizing minimum standards at NATO and EU levels – adopting 
a common framework that clearly defines which types of information 
must not be classified (e.g., cost analyses, civilian casualty assessments, 
human rights documentation), in line with contemporary discussions on 
security sector reform in the region (Matić 2024; Starčević 2024).

The balance between security and transparency is inherently 
tense. However, the current state does not represent a balance but 
a systemic overload in favor of secrecy, often without clear and 
verifiable justification. If modern democracies wish to preserve their 
legitimacy and institutional effectiveness, they must recognize that the 
public’s right to information is not a threat to security but one of its key 
foundations. As U.S. Supreme Court Justice Louis Brandeis long ago 
warned: “Sunlight is the best disinfectant”.

In conclusion, overclassification is neither a purely bureaucratic 
reflex nor merely an intentional security illusion – it represents a 
structural coupling of both phenomena. The bureaucratic reflex (fear 
of accountability, institutional inertia) allows the security illusion 
(concealment of political motives) to become institutionalized as 
“normal practice”.
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ПРЕКОМЕРНА ТАЈНОСТ У 
ДЕМОКРАТИЈАМА: БИРОКРАТСКИ 

РЕФЛЕКС ИЛИ БЕЗБЕДНОСНА ИЛУЗИЈА?

Резиме
„Прекомерна тајност у демократијама” анализира системску 
прекомерну класификацију информација у безбедносним 
апаратима САД, Европске уније и кључних НАТО савезника. 
Полазна теза рада јесте да прекомерна тајност није случајна 
административна девијација, већ структурирани избор који 
произлази из разлике између security secrecy – заштите оперативних 
капацитета и political secrecy – заштите институција од политичке 
и правне одговорности. Управо у том померању фокуса са 
безбедности на институционалну самозаштиту аутор препознаје 
суштину проблема. Компаративна анализа указује на заједничке 
обрасце у различитим системима: дефанзивну класификацију као 
стратегију минимизације ризика, асиметричне подстицаје који 
кажњавају отвореност, као и ограничену ефикасност спољашњих 
механизама надзора. Службеници су институционално мотивисани 
да информације класификују, јер евентуална штета од објављивања 
носи санкције, док прекомерна тајност ретко производи последице. 
Таква логика генерише културу превентивног затварања 
информација. У САД култура тајности и страх од одговорности 
доводе до класификације десетина милиона страна годишње, при 
чему аутоматска декласификација у пракси остаје формална норма 
без стварног домета. У Европској унији проблем се испољава 
кроз институционалну фрагментацију: различити национални 
режими тајности отежавају хоризонталну сарадњу, док се 
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класификација често користи за заштиту преговарачких позиција 
и политичке осетљивости. Анализа Уједињеног Краљевства, 
Француске и Немачке показује да, упркос различитим правним 
традицијама, тајност функционише као инструмент политичког 
управљања ризиком: британски модел карактерише ограничен 
парламентарни надзор; француски је снажно централизован 
око концепта државног интереса; док немачки, иако формално 
снажнији у контроли, испољава бирократску инертност. Последице 
прекомерне тајности су вишеструке. Фрагментација информација 
умањује оперативну ефикасност обавештајних служби. 
Истовремено, еродира се јавно поверење, јер се тајност користи 
за прикривање политичких мотива и пропуста, што подрива 
демократску легитимност. Додатно, неусаглашени стандарди 
отежавају сарадњу унутар НАТО савеза. Закључно, рад позива на 
промену парадигме: од логике „потребе да се сакрије” ка принципу 
„права да се зна”. Предлажу се увођење обавезних sunset клаузула 
за временски ограничену класификацију, јачање независности 
надзорних тела и хармонизација стандарда на нивоу ЕУ и НАТО. 
Само системски приступ може ограничити злоупотребу тајности 
и обезбедити да она остане изузетак, а не правило демократског 
управљања.
Кључне речи: прекомерна класификација, тајност, обавештајна 

заједница, демократска одговорност, право на 
приступ информацијама, Сједињене Америчке 
Државе, Европска унија, НАТО, компаративна 
анализа.
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