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Abstract: The phenomenon of disinformation spreading is a well-known phenomenon. The prob-
lem has intensified primarily due to advances in technology. In addition, there is an increased
desire for additional information in circumstances of uncertainty and crisis. Some states even
resorted to vague or too strict laws or derogations of rights in case of public emergency. While
examining whether there is a need for interference with freedom of expression, it seems that the
European Court of Human Rights does not give special relevance to the term of disinformation.
Nevertheless, two key elements of disinformation can be distinguished. Disinformation is tied to
the information’s veracity and the intent of the information provider. When determining whether
an interference with freedom of expression is justified, the European Court of Human Rights gives
these elements some weight, along with comprehensive analysis of other relevant factors. Fear
from spreading disinformation must not lead the authorities to simply adopt strict and/or vague
laws with severe penalties, which might fail to meet the requirements of freedom of expression
protection. However, the term of disinformation can have value in policymaking directed at rais-
ing the credibility of information in general.

Keywords: human rights, disinformation, fake news, the European Court of Human Rights, free-
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INTRODUCTION

The problem of disinformation dissemination has become a particularly pressing issue.
The phenomenon of disinformation dissemination is not new, but rather a well-known
phenomenon. The problem intensified primarily as a result of technological development
which enabled the possibility of rapid global spread, increased number of actors which
provide information, difficult verification of the information accuracy and the authors’
identity. In light of the pandemic and increased uncertainty about the new, unknown cir-
cumstances, there was an increased need for information, and different actors strove to
meet this need in various ways. Therefore, there is a strong need to reconsider the disin-
formation phenomenon in light of international human rights protection, especially in
relation to the possible limitations on freedom of expression, which are provided in inter-
national instruments that protect freedom of expression.

It may seem difficult to tackle disinformation and, at the same time, preserve freedom of
expression. It seems that recipients are all victims of the proliferation of questionable con-
tent, which can harm their physical or psychological integrity. This type of intrusion could
be sophisticated and hard to measure. Individuals with limited awareness of the medium
are especially vulnerable and unable to make rational choices in favour of reliable infor-
mation (Chang et al., 2021). The proliferation of questionable content can also endanger
access to accurate information (Milanovic, 2020). On the other hand, an overly aggressive
approach can lead to censorship and suppress critical ways of thinking, and therefore en-
danger freedom of expression.

Two key elements of the term disinformation can be distinguished: the truthfulness of the
content and the intent of the information provider. The ECtHR recognized the impor-
tance of content truthfulness when balancing conflicting rights. However, the intent of the
information provider did not attract significant attention as part of a test, despite having
some significance in practice.

The ECtHR has established elaborate criteria when examining the justification of limi-
tations on freedom of expression. In connection to this issue, an important question is
whether the term disinformation has some special value in the practice of the ECtHR,
or it is possibly the term better suited for the area of strengthening collective resilience
to disinformation and policymaking in this sense. The problem of disinformation drew
significant attention in Europe as well, with a particular emphasis on issues related to web
expression.

THE NOTION OF DISINFORMATION

The term disinformation, as well as the very popular term of fake news, certainly does not
have a clear meaning. These terms have different meanings for different authors, actors
and laws, which also depend on the context used. They are most often used lightly and
without clarification.

Disinformation could be defined as “dissemination of incomplete, inaccurate, or other-
wise misleading information with the objective, goal, or aim of deliberately deceiving oth-
ers about the truth” (Fetzer, 2004: 228). When it comes to the notion of fake news, it is
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possible to define fake news simply as “news articles that are intentionally and verifiably
false, and could mislead readers” (Hunt & Gentzkow, 2017: 213). It seems that fake news
and disinformation mostly overlap, but the main difference is that the term of fake news
is somewhat narrower, because it suggests some sort of novelty element, implying that the
disinformation is presented as news. This might suggest that they should be “looking like,
and coming across as traditional media” (Waldman, 2018: 849).

There is also a suggested category of “information disorder”, which includes the useful dis-
tinction between three types of information: “mis-information is when false information
is shared, but no harm is meant, dis-information is when false information is knowingly
shared to cause harm, and mal-information is when genuine information is shared to
cause harm” (Wardle & Derakhshan, 2017: 5). It is significant to state that politicians often
devalue undesirable content just by using the term fake news. Therefore, the term fake
news bears more contempt as it is often used to initially discredit the information. The re-
cently adopted definition of disinformation within the European Union appears to be the
most elaborate. Disinformation is defined as: “verifiably false or misleading information
that is created, presented and disseminated for economic gain or to intentionally deceive
the public, and may cause public harm. Public harm comprises threats to democratic po-
litical and policymaking processes as well as public goods such as the protection of EU
citizens’ health, the environment or security. Disinformation does not include reporting
errors, satire and parody, or clearly identified partisan news and commentary” (European
Commission, 2018a).

From this definition, it seems that disinformation also covers mal-information, but only
if it is verifiably misleading and with an intent directed at a certain aim. In the context of
the protection of human rights, the last definition can serve as the basis for analysis. For
some, hate speech and incitement to violence represent already illegal forms of speech,
and therefore it is not necessary to include them in the definition of disinformation (Euro-
pean Commission, 2018c: 10). On the other hand, the above-mentioned European Com-
mission definition includes illegal and unlawful statements (Hoboken et al., 2019: 25).

It should be noted that invoking the term fake news or disinformation always implies
some sort of truth establishment, which may be apparent in a small number of cases. In
most cases, the content is partially truthful, and in some cases, it is not yet clear what
exactly the truthful information is. This issue has become more obvious in relation to the
on-going pandemics and the matters that are not yet scientifically resolved. In addition,
there is an element of intent to deceive recipients, which is certainly difficult to prove.

TACKLING ONLINE DISINFORMATION IN EUROPE

Within the European Union, some efforts have also recently been made to define coordi-
nated action on disinformation issues (European Commission, 2018a). The Code of Prac-
tice on Disinformation was adopted in 2018, signed by online platforms such as Facebook,
Google, Twitter and Mozilla, and later by Microsoft and TikTok (European Commission,
2018b). The Council of Europe has also made some efforts to address media anomalies
trough different acts.
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There has also been an increase in the authorities’ individual efforts to combat undesir-
able content in the context of national security or public order in Europe, especially as a
response to pandemic. This battle sometimes includes the right to determine which infor-
mation is suitable for printing or broadcasting just by invoking the notion of fight against
false news (Council of Europe, 2020).

Legislative amendments that have been adopted in the Russian Federation recently, most-
ly justified on the grounds of countering terrorism and promoting public safety, may fail
to limit the interference strictly to what is necessary in a democratic society (Moyakine &
Tabachnik, 2021). In Hungary, at the beginning of pandemics, the fear of distribution of
disinformation concerning the coronavirus led the authorities to amend the Hungarian
Criminal Code, introducing in Article 337 (2) jail terms of up to five years for criminal
offence of scaremongering in state of danger (Criminal Code, Republic of Hungary, 2012).

The issue of tackling online disinformation was also an evident problem for the states
before the outbreak of the pandemic. Germany’s Network Enforcement Act, adopted in
2017, imposes severe fines on social media and platform providers if they fail to swiftly
remove content that is unlawful under the relevant Criminal Code provisions (Network
Enforcement Act, 2017).

The term of fake news for example has a long history in Serbian criminal law, which dates
back to the former SFRY, although it has gained significant global popularity relatively
recently. If disclosing or spreading fake news or statements causes panic, or serious dis-
ruption of public law and order, or enforcement of decisions and measures of government
authorities or organizations exercising public authority, the perpetrator can be punished
by up to three years of imprisonment under Article 343 of the Serbian Criminal Code
(Krivicni zakonik, 2005). The official English translation inaccurately uses different terms
than the original text: “untrue information’, instead of “fake news” or possibly “false news”
(Criminal Code, Republic of Serbia, 2019). It seems that the used term lacks the intent
element, therefore bringing it closer to the term false news, since if there is no intent, there
is no criminal offence. The intent is necessary in relation to the untruthfulness of news and
statements, and in relation to the stated consequences. This is certainly difficult to prove,
and this criminal offence must be applied very cautiously, since it involves several ambig-
uous terms (Stojanovi¢, 2020).

RESTRICTIONS UNDER ARTICLE 10 (2) OF THE ECHR

Freedom of expression is not absolute, and the exercising this freedom entails appropriate
duties and responsibilities. According to Article 10 (2) of the European Convention for the
Protection of Human Rights and Fundamental Freedoms (hereinafter, ECHR), freedom
of expression may be: “Subject to such formalities, conditions, restrictions or penalties as
are prescribed by law and are necessary in a democratic society, in the interests of national
security, territorial integrity or public safety, for the prevention of disorder or crime, for
the protection of health or morals, for the protection of the reputation or rights of others,
for preventing the disclosure of information received in confidence, or for maintaining the
authority and impartiality of the judiciary”.
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Article 19 (3) of the Covenant on Civil and Political Rights also provides an exception to
the freedom to seek, receive and impart information and ideas of all kinds. Article 11 of
the European Charter on Fundamental Rights is devoted to freedom of expression and
information, and corresponds to Article 10 of the Convention.

In considering the justification of the restriction on freedom of expression, the ECtHR has
developed a basic test of necessity, based on the wording of Article 10 (2) of the ECHR,
which must be met cumulatively. The national authorities must have valid reasons for
their decision to limit freedom of expression. Restriction on freedom of expression, which
is prescribed by law, must be aimed at achieving one of the legitimate goals stated in the
wording of Article 10 (2) of the ECHR, and it must be necessary in a democratic society.
When deciding on the justification of a restriction on freedom of expression, the ECtHR
examines whether it was proportionate to the aim pursued (Hertel v. Switzerland, 1998:
46). Concerning the requirement of “necessary in a democratic society”, the ECtHR ac-
knowledged that the term necessary implies the existence of a pressing social need (Per-
ingek v. Switzerland, 2015: 196). The scope of Article 10 of the ECHR also includes the
freedom to disseminate opinions.

In the event of a human rights conflict, the ECtHR balances different opposing values,
i.e. human rights. The balancing must be done in accordance with the provisions of the
ECHR and the criteria of the Court’s case law (Peringek v. Switzerland, 2015: 198). The
UN Human Rights Committee also relies on the proportionality test (UN Human Rights
Committee, 2011: 34).

The ECtHR laid down in its case law the relevant criteria when balancing: contribution
to a debate of general interest, how well known the person concerned and the subject of
the report are, prior conduct of the person concerned, the method of obtaining the infor-
mation and its veracity, content, form and the consequences of the publication, and the
severity of the sanction imposed (Axel Springer AG v. Germany, 2012).

The proportionality test has been criticized and involves determining whether a particu-
lar measure affects human rights and, if so, whether such interference with human rights
is justified. The measure must be aimed at achieving a legitimate goal, adequate to that
goal, necessary (in the sense that it has the least impact on the exercise of the freedom in
question), and have proportional effects (Urbina, 2014: 167). One criticism is that the pro-
portionality test involves balancing freedom of expression, on the one hand and collective
interests, such as health, national security or morality, on the other, thus placing them at the
same normative level. As such, it promotes the interests of the majority (Gunatilleke, 2021).

The ECtHR does not give special relevance to the term of disinformation. When balancing
the conflicting rights, the ECtHR considers the truthfulness of the content, which is one of
the main elements of the suggested definition of disinformation. Another element is the
intent to deliberately deceive the public, but it seems that this element is not represented
in practice as a key element when examining the validity of limitations on freedom of
expression. The introduction of the term disinformation or fake news in practice could
imply the introduction of “intention-based tests’, although the human rights courts have
expressed reservations about focusing on this element, most likely due to difficulties in
proving it (Sardo, 2020: 458). However, the ECtHR should examine whether the domestic
authorities had reasonably investigated the existence of intent and considered the findings
when deciding. This does not mean that the ECtHR does not give any significance to the
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notion of intent. For example, in one interesting case concerned the posting of a link to
defamatory content, the ECtHR found a violation of Article 10 of the Convention. The
ECtHR questioned whether the journalist endorsed the impugned content, whether the
journalist repeated it (without endorsing it), or simply included a hyperlink to it (without
endorsing or repeating it). It also looked into whether the journalist knew, or could have
reasonably known, that the impugned content was defamatory or otherwise unlawful, and
whether he acted in good faith while adhering to journalistic ethics and performing due
diligence (Magyar Jeti Zrt v. Hungary, 2018: 77). In another case, the ECtHR concluded
that the domestic courts had failed to prove that the complainant was intentionally trying
to deceive voters (Salov v. Ukraine, 2005: 113). Of course, the intent of the information
provider is not relevant in every situation involving restrictions on freedom of expression.
The content could also be accurate. For example, this is the case with pornographic con-
tent, the protection of minors, and other cases related to the protection of the private life
of the person.

In general, case law criteria on balancing rights are primarily aimed at balancing with the
protection of an individual’s private life, most often the right to reputation element, rath-
er than, the impact of disclosure on an individual’s physical or mental health in broader
sense. Therefore, freedom of expression can also be examined if Article 8 of the ECHR
is invoked. The ECtHR then usually examines if the right to reputation is endangered by
questionable content, and relies on the principles formulated in the case law on Article 10
of the ECHR. If, for example, the physical or mental health of an individual is significantly
endangered by questionable content, states do have the positive obligation to take ade-
quate measures in accordance with Article 8 of the ECHR (or sometimes even Article 3 or
2 of the ECHR). An adequate legal framework is necessary to protect individuals, which
does not always imply the necessity of criminal-law provision (Soderman v. Sweden, 2013).
However, there is still no case in the ECtHR's practice where questionable information en-
dangered the mental or physical health of an individual to a significant extent. The ECtHR
would likely find a violation of Article 8 of the ECHR if a direct link between content and
significant consequences for physical or mental health exists, and a pressing social need to
limit such expression, directed at one of the legitimate aims, if the state failed to limit such
expression. This issue has become important in relation to the consequences of informa-
tion related to the COVID-19 pandemics. For example, there is the possibility of spreading
information about the effectiveness of medicine against disease or vaccine efficiency or
inefliciency, without any scientific basis. Of course, the situation becomes more compli-
cated when it is not clear what the scientific truth is, or in the case of a misinterpretation
of scientific findings.

When it comes to the previously mentioned relevant criteria for balancing rights, the ques-
tion of contribution to the public debate will depend on the circumstances of the specific
case. However, in the area of political speech, the ECtHR, in practice, was not in favour
of restricting it. The public interest is also present, for example, in matters concerning the
functioning of the judicial system, public health and environmental protection. According
to the ECtHR, the public interest usually relates to matters that affect the public to such
an extent that it may have a legitimate interest in them, and which concern the public to
a significant extent, particularly if they affect the well-being of citizens or community life
(Satakunnan Markkinapérssi Oy and satamedia Oy v. Finland, 2017: 171). On the other
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hand, the margin of appreciation of States is broader in the commercial sphere, as well as
in relation to protection of morals (Handyside v. The United Kingdom, 1976: 57).

With regard to the to the question of how well known the person to whom the disputed
content relates was, the ECtHR was inclined to distinguish between private individuals and
persons acting in a public context. In that sense, private persons have the right to a higher
level of protection than public persons in whose private lives the public will be interested in
special circumstances, provided that this will not be the case if the disputed content serves
the purpose of satisfying the public curiosity (Axel Springer AG v. Germany, 2012: 91).

In light of the phenomenon of disinformation, it is of particular importance when balanc-
ing rights how information is obtained and its truthfulness. The ECtHR stated that Article
10 of the ECtHR protects the right of journalists to freedom of expression in matters of
public interest, provided that they act conscientiously, on an accurate factual basis, and
provide “reliable and precise” information in accordance with journalistic ethics (Couderc
and Hachette Filipacchi Associés v. France, 2015: 131). The ECtHR found a violation of
Article 10 of the ECtHR in the case where the applicant company was penalized for broad-
casting information obtained by someone else illegally. In this case, there was no evidence
that the journalists acted recklessly, and the domestic courts did not determine informa-
tion’s veracity (Radio Twist a.s. v. Slovakia, 2006).

As for the content, form and consequences of the disputed publication, the ECtHR stat-
ed that it is not up to it or the domestic courts to replace their own views with those
of information sources, implying that there must be journalistic freedom in this regard.
However, they must consider the possible impact of the information before publishing
them. Reduced and selective content, which is suitable to mislead the reader, is likely to
significantly diminish the importance of the contribution of such content to a debate of
the public interest (Couderc and Hachette Filipacchi Associés v. France, 2015). From this, it
seems that mal-information, in terms of selecting accurate information presented in a way
that seems likely to draw erroneous conclusions, is taken into account, but as a factor that
diminishes the relevance of the content to the public interest. To some extent, freedom of
the press entails the use of exaggeration or provocation (Radio Twist a.s. v. Slovakia, 2006:
51). Satire is also a legitimate form of expression, which has the properties of exaggerating
and distorting reality, with the aim of provoking, and any interference with the right to
this type of expression must be examined with due care (Vereinigung Bildender Kiinstler v.
Austria, 2007: 33). The degree of dissemination of content is also relevant and the Court’s
attitude towards the Internet. Namely, the ECtHR is of the opinion that there is a higher
risk of human rights violations via the Internet than through other media, such as the
press, since the information can be disseminated very quickly, worldwide, and can remain
available online for a long period of time (Delfi AS v. Estonia, 2018).

With regard to the severity and nature of the sanction as a relevant criterion, the ECtHR
is of the opinion that imprisonment in the case of crimes committed through the press
or other media is compatible with journalists’ freedom of expression only in exceptional
circumstances, especially when other fundamental rights are seriously violated, such as in
the case of hate speech or incitement to violence (Ruokanen and Others v. Finland, 2010:
50). The adequacy of the sanction imposed depends on the circumstances of the specific
case. Therefore, it must be assessed whether the desired goal could be achieved through a
less intrusive measure.
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As a particularly topical issue, health protection can be singled out as a reason for restrict-
ing freedom of expression. The ECtHR is of the opinion that this area enjoys a higher
level of protection of freedom of expression, since it is not about statements of a purely
commercial nature, but a topic of public interest (Hertel v. Switzerland, 1998: 47). Thus, in
the Court’s view, research into the impact of microwave ovens on human health belongs to
this sphere. The ECtHR underlined the manner in which the text containing the research
results was formulated in this case, i.e. the use of less categorical formulations, such as that
the results “may” correspond to the onset of cancer (Hertel v. Switzerland, 1998: 48), which
is why the ECtHR found a violation of Article 10 of the ECtHR.

PUBLIC EMERGENCY LIMITATIONS

Limitations on freedom of expression in the event of an emergency were a significant issue
in light of pandemics. According to Article 15 of the ECHR, there is a possibility of taking
measures derogating from obligations under the Convention at the time of war or other
public emergency. This is, however, possible only “to the extent strictly required by the
exigencies of the situation”, and with the obligation of informing the Secretary-General
of the Council of Europe about such measures. Ten State Parties introduced derogations
related to the COVID-19 pandemic at the beginning of the outbreak. Romania has intro-
duced measures aimed directly at fake news (Council of Europe Treaty Office, 2020). The
requirement of a “public emergency threatening the life of the nation” is fulfilled in the
case of the COVID-19 pandemic. However, when it comes to the question of derogation
necessity in the case of Article 10 of the ECHR, the limitations contained in Article 10 (2)
are clearly sufficient in dealing with possible threats from unlimited freedom of expression
in the case of pandemics. For example, this is also the case in relation to public gatherings
when exercising freedom of speech.

ABUSE OF FREEDOM OF EXPRESSION

The ECHR contains a general provision focused on the prohibition of abuse of rights in
Article 17, which aims at preventing states, groups or persons, from using the provisions of
the ECHR to destroy safeguarded rights and freedoms, or to limit them to a greater extent.

The prohibition of abuse of rights (Article 17) played a role in the ECtHR’s practice, mostly
in cases related to freedom of expression. The inclusion of Article 17 in the ECHR is justi-
fied by the possibility of relying on the rights enshrined in the ECHR, in order to conduct
activities intended to destroy those very same rights (Peringek v. Switzerland, 2015: 113).
Article 17 of the ECHR is tied to possible abuse of some other rights from the ECHR,
and therefore cannot be invoked independently. In practice, the ECtHR uses Article 17
directly, or indirectly, as a form of aid in its interpretation. The ECtHR has also made a
new distinction in recent practice. It is applicable exceptionally, and in extreme cases, also
taking into account that the abuse of rights is not immediately clear, and actually overlaps
with the question of whether the interference with the applicant’s right to freedom of ex-
pression was “necessary in a democratic society” (Peringek v. Switzerland, 2015: 114-115).
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In the cases where Article 17 of the ECHR was directly applied, the ECtHR however did
not assess claims extensively under Article 10 (2) of the ECHR. The most recent example
of the direct application of Article 17 of the ECHR concerned the articles which in the
ECtHR’s opinion openly called for an armed civil conflict (Romanov v. Ukraine, 2020:163).
The messages in question constituted a threat to public order and democracy, and there-
fore were excluded from the protection afforded by Article 10, in accordance with Article
17 of the ECHR. However, in case of the indirect application, Article 17 of the ECHR rep-
resents just an aid to the ECtHR in interpretation, giving additional weight to the necessity
of the limitation on freedom of expression. The ECtHR must consider the justification of
the limitations on freedom of expression, and apply all the principles deriving from the
case law under Article 10 of the ECHR. This was, for example, the situation in a case in-
volving a claim that a criminal conviction of incitement to hatred had breached right to
freedom of expression. The ECtHR also considered the nature and severity of the imposed
sanction, finding it to be very lenient (Williamson v. Germany, 2019). There are concerns
that disinformation in the strict sense could be considered under the scope of Article 17
of the ECHR, deepening uncertainty in the already challenging area (Shattock, 2021). It
is unlikely that the ECtHR will do so, but the exact scope of Article 17 is certainly puz-
zling. Acts amounting to hatred, violence, xenophobia, racial discrimination, terrorism,
war crimes, and revision of historical facts are examples of acts that could trigger the abuse
clause application in the ECtHR’s practice. The direct application of Article 17, without an
analysis under Article 10 (2), is not justified because the latter is sufficient in dealing with
the worst types of speech while also adequately protecting from the excessive restriction
on rights (Cannie & Voorhoof, 2011).

CONCLUSION

The ECtHR’s practice is slowly adapting to the new circumstances and the fact that jour-
nalism is a function shared by a variety of actors. The notion of disinformation or fake
news does not play any special role in the process of evaluation of whether interference
with the exercise of freedom of expression is justified. If the ECtHR simply evaluated
whether some content could represent fake news or disinformation, without assessing all
the relevant criteria, it would be harmful. Even if applied as an additional test, it would
bear some sort of pre-conclusion on the interference justification, since the terms of the
fake news or disinformation represent independent qualifications, used on daily basis to
discredit content. However, one key element of disinformation has found its place in the
balancing rights test: information veracity. As for the other element, that the content is
presented and disseminated to deceive the public intentionally, it does not represent a
part of any well-established test. The ECtHR might benefit from questioning the intent of
information provider on a more regular basis if the domestic courts have failed to address
this issue in appropriate cases.

When it comes to the issue of content presented and disseminated for economic gain,
which is also relevant in the EU disinformation definition, the ECtHR reiterated that the
margin of appreciation of States is broader in the commercial sphere. The practice of the
ECtHR also confirms that satire and parody are a legitimate form of expression. In addi-
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tion, the ECtHR takes into account the selection of accurate information presented in a
way that seems likely to draw erroneous conclusions (mal-information), but as a factor
that diminishes the relevance of the content to the public interest.

The prohibition of abuse of rights from Article 17 of the ECHR should only be resorted
to exceptionally, accompanied with the analysis under Article 10 (2) of the ECHR, which
is quite adequate for dealing with all types of expression and also for the protection of the
information providers. This is especially evident in relation to the criteria of severity and
the nature of the imposed sanction, that is, whether it was appropriate. Additional limita-
tions in times of public emergency from Article 15 of the ECHR also seem unnecessary in
relation to the pandemics.

However, the term of disinformation can have value in policymaking. Tackling disinfor-
mation can involve improvement in transparency regarding the origin of information, the
promotion of information diversity, raising media literacy and the credibility of informa-
tion in general. These issues have great value in the environment of information prolifera-
tion when a person’s right to integrity may be jeopardized by various types of information,
particularly during the times of crisis. Fear from spreading disinformation must not lead
the authorities to simply adopt and/or apply strict and/or vague laws with severe penalties,
which might fail to meet the requirements of freedom of expression protection.
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