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Abstract: This paper investigates the development and application of an integrated framework for the
quantitative assessment of cyber resilience of network architectures in educational institutions. Resilience
assessment criteria were identified and mapped to the NIST Cybersecurity Framework to cover key
functional areas of cybersecurity, while the ISO 31000 standard was applied to assess disruption scenarios,
including cyber-attacks and network infrastructure failures. The PIPRECIA-S method enables precise
weighting of criteria based on expert assessments, and the H-SCRM methodology allows quantitative
evaluation of network alternatives according to defined criteria and scenarios. The results show that the
hybrid cloud-managed network architecture achieves the highest level of cyber resilience, while software-
defined networking and traditional LAN architecture achieve lower global resilience index values.
Sensitivity analysis confirms the stability of the ranking of alternatives and the robustness of the proposed
model. The paper provides practical guidelines for improving network security and decision-making in
educational institutions through an integrated approach to risk and resilience management.
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1. Introduction

The development of information and communication technologies has significantly
transformed the way educational institution’s function (Liu et al., 2025; Shetelia et al., 2024).
Schools, colleges and universities are increasingly using digital systems for teaching
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management, administration and communication with students and teachers (Pacheco et al.,
2025; Olowo et al., 2026). Modern educational institutions integrate wireless networks, e-learning
servers, cloud services and various software platforms, creating a complex information
ecosystem that improves efficiency and continuity of educational processes (Kiryakova, 2017).
However, at the same time, the exposure of institutions to various cyber threats is also increasing.
Attacks on network systems, server compromise or unauthorized access to data can lead to the
interruption of teaching and administrative processes, endanger the security of users and damage
the reputation of the institution (Lallie et al., 2025; Ibrahim, 2024). Due to the limitations of
traditional approaches to cyber security, contemporary research increasingly emphasizes the
importance of cyber resilience, which implies the ability of a system to maintain functionality,
quickly recover and adapt after an incident (Bellini et al., 2025).

The network architecture of educational institutions plays a key role in cyber resilience, as it
enables communication between all digital components of the system and directly affects the
availability, performance and security of services (Wibowo et al., 2025; Afolalu & Tsoeu, 2025).
Different approaches to managing networks exhibit different levels of resilience to disruptions.
Therefore, it is necessary to develop a methodological framework that enables a systematic and
comparable assessment of the resilience of network architectures in the educational environment.

Existing research usually focuses on the identification of individual vulnerabilities, the
analysis of specific attacks or the application of protective mechanisms (Jawaid, 2023). However,
there is a lack of an integrated methodological framework that enables a quantitative assessment
of cyber resilience, considering different scenarios and criteria importance, which makes it
difficult to plan and improve network systems in educational institutions.

In educational institutions, there is often a problem of insufficient integration of security and
operational aspects of network systems. The primary goal is for the systems to function, while
less attention is paid to their behavior under disturbance conditions. Incidents such as DDoS
attacks, power outages or network overloads can lead to significant interruptions in work and
threaten the continuity of educational processes (Jawaid, 2023). Therefore, it is necessary to apply
an integrated approach that includes risk assessment, defining crisis scenarios, assessing the
criticality of components and ranking alternative network architectures.

Existing standards and frameworks, such as the NIST Cybersecurity Framework (CSF) and
ISO 31000, provide guidelines for security and risk management, but do not allow direct
assessment and ranking of different network architectures. The goal of this research is the
development of a unique methodological framework for assessing the cyber resilience of network
architectures in educational institutions, which enables systematic and quantitative comparison
of architectural solutions under cyber disturbances.

The integrated framework envisages the application of the following components:

e standardized cybersecurity and risk management frameworks (NIST CSF and
ISO 31000);

¢ methodology of scenario analysis of resilience (H-SCRM);

e multi-criteria decision-making and determination of criteria weights using the
PIPRECIA-S method.

This approach enables not only the identification of vulnerabilities and risk assessment, but
also the ranking of alternatives, which provides a practical basis for improving network
architectures and strengthening the cyber resilience of educational institutions.
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2. Literature review and theoretical framework

2.1. Educational institutions as cyber-physical systems and challenges of cyber
resilience

Educational institutions represent complex digital environments in which information and
communication technologies are used for the realization of teaching, administrative and research
activities (Liu et al., 2025; Pacheco et al.,, 2025). Modern schools and universities rely on an
integrated network infrastructure that connects computer networks, cloud services, learning
management systems, wireless networks, server platforms and various digital services, making
network architecture a key element in their functioning (Giintem & Kilig, 2025; Dong & Xie, 2025).

In literature, educational institutions are often viewed as cyber-physical systems in which
digital components are directly connected to physical resources and teaching processes (Gallon
et al,, 2024; Tariq et al., 2025). The large number of users, heterogeneity of devices and constant
changes in network traffic create a dynamic environment that is susceptible to various cyber
threats (Afolalu & Tsoeu, 2025). Cyber incidents in educational institutions can lead to disruption
of the teaching process, loss of data, compromise of research results and damage to the
institution's reputation (Lallie et al., 2025).

Traditional approaches to cyber security that focus solely on attack prevention are not
sufficient to protect such complex systems. Therefore, in modern research, the concept of cyber
resilience is increasingly emphasized, which implies the system's ability to maintain
functionality, mitigate the consequences of an attack and recover quickly after a disruption.

Choosing the right network architecture plays a key role in achieving cyber resilience
(AlHidaifi et al., 2024). Different network architectures enable different levels of control,
segmentation, automation and monitoring of network traffic, which directly affects the system's
ability to respond to cyber threats and disruptions.

Existing research mainly focuses on individual vulnerabilities or protective mechanisms. An
integrated approach that enables a quantitative assessment of the resilience of network
architectures is lacking. Therefore, this paper proposes a framework that combines: NIST CSF for
defining criteria, ISO 31000 for risk management and disruption scenarios, PIPRECIA-S method
for determining criteria weights and H-SCRM methodology for quantitative assessment of
resilience.

2.2. The concept of cyber resilience and cyber security

The traditional approach to cyber security involves protecting the system from unauthorized
access, abuse, integrity breaches and data loss through preventive technical and organizational
measures such as authentication, access control, encryption and network protection (Li & Liu,
2021). However, in dynamic environments such as educational institutions, prevention cannot
eliminate risks completely.

Cyber resilience represents an evolution of the approach to security and involves the design
of systems that function even in conditions of disruption (Araujo et al., 2024). It covers the full
lifecycle of a cyber incident, including preparation, detection, response and recovery. In the
context of network architectures in educational institutions, cyber security focuses on protecting
individual components, while cyber resilience considers the system as a whole and its behavior
under disruption, including limiting the spread of incidents and minimizing their impact on
critical services.

Cyber resilience is a dynamic process that evolves over time and incorporates learning from
previous disruptions, further enhancing security and operational mechanisms (Singh et al., 2025).
In this paper, cyber resilience is defined as the ability of network architecture to maintain an
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acceptable level of availability, performance and security in the face of disruption, with the ability
to quickly recover.

Systematic approaches to cyber resilience often rely on standardized frameworks, such as the
NIST Cybersecurity Framework and ISO 31000. The NIST framework provides a structured
assessment and improvement of an institution's ability to detect, respond to, and recover from
incidents (Salas Riega et al., 2025). Its functions include risk management, critical resource
identification, system protection, anomaly detection, incident response, and disaster recovery
(National Institute of Standards and Technology, 2024).

ISO 31000 enables the definition and evaluation of risk scenarios, including the assessment of
the likelihood and impact of a cyber-attack, which is critical to the preparation and planning of
an institution's response (International Organization for Standardization, 2018). Risk
management within ISO 31000 includes a continuous process: context definition, risk
identification, analysis and evaluation, risk treatment, monitoring and communication with
stakeholders.

ISO 31000 and NIST CSF are complementary frameworks. ISO 31000 allows the definition
and evaluation of different disruption scenarios that are later mapped to NIST CSF functions.
Their integration enables cyber resilience evaluation from both technical and organizational
perspectives.

2.3. H-SCRM (Hybrid Scenario-Based Comparative Resilience Method)

For the quantitative assessment of resilience, the H-SCRM methodology (Hybrid Scenario-
Based Comparative Resilience Method) is applied in the research, which integrates the analysis
of disruption scenarios and multi-criteria evaluation of network performance (Rezvani et al,,
2025). Each scenario represents a specific form of risk, and the analysis includes partial resilience
indices that reflect the system's ability to quickly recover and minimize the consequences of
disruptions.

A scenario-based approach enables a detailed assessment of the system's behavior under
different conditions, identification of critical points and prioritization of resources to preserve the
continuity of operations (Rathnayaka et al., 2024). This way, educational institutions can
strategically plan their security policies, improve technological infrastructure and develop
operational protocols that increase resistance to cyber incidents.

The multi-criteria part of the H-SCRM method enables the quantification of complex and
often difficult to measure characteristics of cyber resilience, such as the ability to detect an
incident, the speed of response or the efficiency of recovery. These characteristics are expressed
through a set of criteria, the relative importance of which is determined with the help of expert
knowledge.

One of the key features of the H-SCRM method is multi-level aggregation of results. The first
level involves evaluating the performance of each alternative in relation to the defined criteria,
especially for each disruption scenario. These results are then aggregated into partial resilience
indices by scenario. The second level of assessment implies that a global index of resilience is
calculated based on the obtained partial indexes of resilience, considering the relative severity of
the scenario. The value of the global level of resilience allows ranking and comparative analysis
of alternative network architectures.

A particular advantage of the H-SCRM method is its flexibility and the possibility of
integration with different frameworks and methods, such as NIST CSF, ISO 31000 and PIPRECIA -
S. In this way, the theoretical concepts of cyber resilience are operationalized in the practical
evaluation of networks.
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2.4. Multi-criteria decision-making methods within the H-SCRM approach

Cyber resilience is a multidimensional concept that includes technical, organizational and
operational aspects of a system. These dimensions of the system cannot be represented by a single
indicator, but rather evaluation is necessary using a set of criteria that can often have conflicting
goals. The application of multi-criteria decision-making methods enables the simultaneous
consideration of several resistance criteria, the determination of the relative importance of
criteria, the comparison of alternative solutions in real conditions of disturbance and the ranking
of alternatives based on quantitative indicators (Avramova et al., 2025).

Multi-criteria decision-making methods (MCDM) include different approaches that enable
the selection of optimal solutions when it is necessary to consider multiple criteria with possible
conflicts (Taherdoost & Madanchian, 2023). Among the most famous methods are: AHP (Analytic
Hierarchy Process), which is used for hierarchical weighting of criteria; ANP (Analytic Network
Process), suitable for systems with interdependent criteria; TOPSIS (Technique for Order of
Preference by Similarity to Ideal Solution), which ranks alternatives according to the distance
from the ideal solution; and VIKOR, which is particularly useful for compromise solutions in
conflict situations (Avramova et al., 2025; Park et al., 2025). These methods are widely applied in
education, smart buildings, technology selection, energy efficiency and security systems,
enabling transparent and quantitative evaluation of complex systems (Veljic¢ et al., 2025; Theilig
et al., 2025; Madanchian & Taherdoost, 2025).

In this paper, the PIPRECIA-S method is used for weighing the resistance criteria, because it
reduces the burden on experts compared to classical methods such as AHP. So far, the PIPRECIA -
S model has been used to evaluate various criteria in the context of the selection of optimal
solutions for the selection of electronic learning materials (Jaukovic et al., 2020), for the selection
of Al tools in education (Popovic et al., 2025), for the selection of operating systems in education
(Marinovic et al., 2025), for the selection of software testing methods (Basi¢ & Viduka, 2025), for
research in sustainable development, decision-making in the IT industry (Basi¢ et al., 2024), as
well as in studies dealing with the evaluation of cognitive skills.

The integration of multi-criteria methods into the H-SCRM framework enables a multi-level
analysis:

e determining the relative importance of the criteria;

e combining normalized values with scenario weights and obtaining partial resilience
indices;

e aggregation into a global resilience index and ranking of alternatives.

This approach enables the quantification of complex aspects of cyber resilience, reduces
subjectivity and increases the transparency and repeatability of research.

3. Methodological framework

The methodological framework of this research combines multi-criteria decision-making
methods and a scenario-based approach to the assessment of the cyber resilience of the network
infrastructure of educational institutions. The aim is to enable a quantitative assessment of the
performance of different network architectures under conditions of real cyber disruptions, taking
into account the relative importance of criteria and scenarios. The methodology includes defining
criteria and alternatives, determining criteria weights using the PIPRECIA-S method, creating
disruption scenarios, forming scenario-based decision matrices and calculating the cyber
resistance index.
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3.1. Defining criteria based on the NIST CSF framework

The key step in the process of assessing the cyber resistance of the network infrastructure of
educational institutions is the definition of criteria because it enables a structured and objective
evaluation of alternative network architectures. The criteria are derived from the NIST
Cybersecurity Framework, which defines five basic cybersecurity functions: identify, protect,
detect, respond, and recover (NIST, 20204). Based on the above, a set of cyber resistance criteria
¢ ={¢|j = 1,...,n} was defined, where n represents the total number of defined criteria:

e Availability of network infrastructure (C;) - continuity of communication and
availability of critical services;

e System recovery time (C,) — the speed of returning the system to a functional state
after an incident;

e Network traffic management (C;) — efficient management of increased load;

e Failure tolerance and system redundancy (C,) — backup communication paths and
devices for automatic traffic redirection;

e Resilience to cyber threats (C5) — detection and mitigation of attacks and
unauthorized access;

e System scalability and adaptability (Cs;) — integration of new devices and services
without compromising security;

e Supervision and management (C;) — continuous monitoring and coordinated
response to security incidents.

The defined criteria enable the quantitative evaluation of alternative network architectures
by assessing their ability to ensure business continuity, resilience to cyber threats and effective
recovery after incidents. Each criterion is associated with the corresponding functions of the NIST
CSF framework and classified as a benefit or cost criterion, depending on whether a higher value
represents better or worse system performance. The rating scale is defined in the range from 1 to
5, where a higher value indicates a higher level of network infrastructure performance, except for
the recovery time criterion, where a lower value represents a better result.

3.2. Determination of criterion weights using the PIPRECIA-S method

To determine the weights of the criteria objectively, the PIPRECIA-S method (Simplified Pivot
Pairwise Relative Criteria Importance Assessment) was applied, which represents an improved
version of the PIPRECIA method and is used to determine the weighting coefficients of the
criteria in multi-criteria decision-making. The advantages of the PIPRECIA-S method are that it
does not require complete matrices of pairwise comparisons, enables a flexible choice of reference
criteria, reduces the burden on experts during assessment, and is suitable for group decision-
making (Stanujkic et al., 2021).

The procedure for determining the weight coefficients of criteria using the PIPRECIA-S
method consists of several steps. In the first step, a set of criteria C; is defined, where j = 1,...,n,
and n represents the total number of criteria that are taken into account when solving the
problem. The criteria are determined on the basis of relevant literature, cyber security standards
and professional opinions of experts.

In the second step, each expert independently determines the reference criterion C,., which
is used as a basis for comparing other criteria. The remaining criteria are assigned the relative
importance of criteria s; based on equation (1).

B { 1, for C; = Crer .
% 7100.6,1.4],  for C; # Cpef @

In f criterion C; is more important than criterion C,.f, a value s; that is greater than 1 is

assigned to it. If criterion C; is less important than criterion C,.f, a value less than 1 is assigned to
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it. If criteria C,.y and C; are equally important, then both criteria have an importance value of 1.
The relative importance of the reference criterion always has a value of 1.

In this research, it was adopted that the range s; € [0,6, 1,4] (Basi¢ et al., 2025). This choice is
in accordance with the recommendations from the literature on PIPRECIA-S methods, but it is
additionally adapted to the specifics of cyber resistance evaluation, where the criteria are often
found at similar levels of importance, and extreme differences are very rare. Limiting the range
to [0,6, 1,4] avoids extreme estimates that could damage the stability of the model and lead to a
disproportionate impact of certain criteria.

In the next step, the coefficient of relative importance of the criterion k; is calculated based on

(1L =1
ki—{Z—sj, ji>1 2

Then, based on the coefficient k;, the value of the preliminary weight of the criterion g; is

equation (2).

calculated, according to equation (3).
1, j=1
qj=19= oy ©)
kj
In order to obtain the final criteria weights that can be used in further multi-criteria analysis,
the preliminary weights are normalized according to equation (4):

. | 4
/ X4 )

where 0 < w; < 1and Z}l:le =1.

Considering that group decision-making is applied to the research, each member of the expert
group independently determines the reference criterion and evaluates the relative importance of
the remaining criteria, after which the preliminary weights of the criteria are calculated. Based on
the obtained values, expert assessments are aggregated using the arithmetic mean, which results
in the aggregated value of the preliminary weights. In order to assess the reliability of expert
assessments, the standard deviation of the preliminary weights of the criteria is calculated. The
degree of conformity of expert assessments is checked using the coefficient of variation. Values
of the coefficient of variation less than 0,2 indicate a high level of agreement among experts and
confirm the stability of the obtained weight coefficients. In the final step, the aggregated
preliminary weights are normalized. The obtained weight coefficients represent the relative
importance of the criteria and are used in the next phase of the research to assess the cyber
resilience of the network infrastructure of different network architectures of educational
institutions.

3.3. Defining alternative network architectures

In order to conduct a comparative assessment of the cyber resilience of the network
infrastructure of educational institutions, a set of alternatives A = {4;|l = 1,...,m} is defined,
where m represents the total number of considered alternatives. Three alternatives were chosen
that represent different approaches to the design, implementation and management of network
architecture, and are most often applied in educational institutions.

Traditional hierarchical LAN architecture (4;) — a multi-layer model with locally managed
devices. It is simple and stable, but limits rapid response and recovery in the event of a cyber
disruption.

Software Defined Networking SDN (4,) — control plane separated from data transmission
plane. A centralized controller enables dynamic management, flexible traffic policies and quick
response to incidents. It is suitable for digital platforms and cloud services.
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Hybrid cloud-managed network architecture (4;) — combines local infrastructure with cloud
services for monitoring and management. It enables scalability, advanced security and process
automation, especially for universities with a large number of users.

3.4. Defining cyber disruption scenarios

Defining the cyber disruption scenario is based on the principles of the ISO 31000 standard
for risk management. The set of scenarios S = {S;|i =1, ..., k} is analyzed, where k is the total
number of considered cyber disturbances. Each scenario S; is defined to reflect real threats that
are characteristic of educational institutions. For each scenario, in the phase of quantitative
evaluation, the relative importance of the scenario and the impact of the scenario on the cyber
resistance criteria are determined. Five scenarios were defined in the research.

Failure of a critical network device (S;) - This scenario includes the failure of the main router,
switch or controller of the central part of the network infrastructure. Consequences include
reduced network availability, disruption of communication between segments, and difficult
access to information systems, learning platforms, and administrative services.

Interruption of communication links (S,) — The scenario refers to the interruption of wired or
wireless connections within the network or to the Internet. The consequences are loss of
connection, reduced performance and difficult use of digital educational platforms and cloud
services.

Network traffic overload (S;) - This scenario simulates an increased number of users, e.g.
during online classes or electronic testing. The consequences are increased data transfer delays,
reduced network speed and degradation of service quality.

Distributed Denial-of Service attack (S,) - This scenario involves external attacks that burden
network resources and prevent access to key services. Consequences include loss of system
availability, platform outages, and reduced network infrastructure resiliency.

Compromise of cloud or educational information services (S5) — This scenario involves the
compromise of cloud platforms, LMS systems, servers or network services for teaching and
administration. The consequences are loss of data access, system downtime and reduced network
security.

3.5. Determining scenario weights based on the ISO 31000 framework

The ISO 31000 risk management framework is used to determine the relative importance of
scenarios. The assessment of the probability of occurrence of the scenario Pg; for each of the
scenarios S; is determined based on the relevant literature, available statistical data on cyber
incidents and the professional opinion of experts in the field of network security and information
systems. When assessing the probability, factors such as the reliability of network devices, the
frequency of attacks on educational platforms, the vulnerability of network services and the level
of exposure of educational institutions to cyber threats are taken into account. Probability values
are assigned in a range from 0 to 1, where a value of 0 indicates a virtually impossible scenario,
while a value of 1 indicates an almost certain scenario.

The potential impact of the scenario I, is evaluated based on the consequences that the
disruption may have on the network infrastructure and the functioning of the educational
institution's information systems. The impact assessment includes the impact on the availability
of network services, system recovery time, fault tolerance, network security, scalability and
infrastructure manageability. The impact of the scenario is evaluated on a scale from 1 to 5, where
the value 1 indicates minimal consequences, and the value 5 maximum consequences for the
functioning of the educational institution. The weight of the scenario ws, for each of the
scenarios S;, is determined by applying equation (5).

Ws; = PSi ) ISi ®)
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When a group of experts participates in the research, where each expert independently
assesses the weight of each scenario, the preliminary weight of each scenario per expert is
calculated. The obtained values are aggregated using the arithmetic mean, after which they are
normalized, so that the sum of the weights of all scenarios is equal to 1. Before normalizing the
weight coefficients of the scenarios, the consistency of expert assessments is examined to ensure
the reliability of the obtained results. Checking the homogeneity of grades is done by calculating
the coefficient of variation. All values of the coefficient of variation below 0,2 are acceptable and
confirm that expert assessments are homogeneous and reliable.

3.6. Formation of scenario-based decision-making matrices and calculation of cyber
resilience index

After the scenarios of cyber disruptions have been defined and their severity assigned
through expert assessment, the next step in the H-SCRM methodology is the formation of
scenario-based decision-making matrices and the quantification of the cyber resistance of the
considered alternatives to the network infrastructure of educational institutions. For each
scenario S;, a decision matrix is formed according to equation (6):

X = [xl(J’.)]mxn,i =12,...k 6)
where:
X® - decision-making matrix for scenario S;,
m - the total number of network architecture alternatives,
n - total number of cyber resilience criteria,
xl(;:)— performance evaluation of alternative A; according to criterion (; in scenario S;.
@
Uy
represents the expected level of cyber resistance of the observed alternative in relation to the
given criteria and a specific disruption scenario.

To allow comparability between criteria of different units and scales, each decision-making
matrix must be normalized. Normalization results in a normalized matrix R® defined by
equation (7) for each scenario.

Each element x,;; is evaluated on the basis of an independent expert assessment and

D — [,-® P —
R® = [rlj ]mxn’l =12, ..,k (7)
For benefit criteria, normalization is performed according to equation (8).

@
D _ X

J , , ®)
Z?;1(xlj(l))2

For cost criteria, normalization is performed according to equation (9).
1/x9
@ _ ] (
i N2 9)
@
121 (1/ X 11 )

With this procedure, the normalized values become dimensionless and mutually comparable,
which enables their further aggregation and calculation of the resistance index. In this work, Root
Mean Square normalization was used, instead of the classic min-max normalization. This type of

normalization was chosen because it takes into account all criteria values through the sum of

n

n

squares, which enables proportional scaling of grades so that extreme values are not
overemphasized.

After forming the normalized decision matrices, the next step is to calculate the partial
resilience indices for each alternative within each scenario. The partial resistance index of the
alternative 4; in the scenario S;is calculated as a weighted sum of the normalized criteria values
according to equation (10):
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n
RO =D e (10)
=1

where:

Rl(i) - partial cyber resistance index of alternative 4, in scenario S;,

w; - weight coefficient of criterion ;,

rlg.i) - normalized value of alternative A, according to criterion (; in scenario S;,
n - total number of resistance criteria.

The partial resilience index enables a quantitative assessment of the performance of the
network architecture within an individual scenario, taking into account the relative importance
of the criteria. In order to obtain the overall cyber resilience of the network architecture in all
considered scenarios, the partial resilience indices are aggregated into the global cyber resilience
index of the alternative A4; according to equation (11):

k
GRi =) ws, R’ (11)
iz

where:
GR, - global cyber resilience index of alternative 4,,
wg,— normalized weight of scenario S,

Rl(i)— partial resistance index of alternative 4, in scenario S;,
k - total number of defined disturbance scenarios.

The Global Cyber Resilience Index enables a comparable quantitative assessment of all
considered network architectures, whereby a higher value of the index indicates a higher level of
resilience of the educational institution's network architecture in conditions of various cyber
disruptions. Based on the obtained values of the global index, it is possible to rank the alternatives
and identify the optimal solution from the aspect of cyber resistance.

3.7. Expert sample and evaluation method

Considering the complexity of cyber resilience of educational systems and the fact that a large
part of the relevant parameters cannot be reliably quantified solely on the basis of measurement
data, in this research an expert assessment with two independent groups of experts was applied.

The first group consists of five members with more than five years of professional experience
in designing, implementing and managing network systems in educational institutions and
critical infrastructure. Experts come from the fields of communication networks, ICT, cyber
security and IT infrastructure management in schools and universities. All experts are familiar
with the functional requirements of educational systems, as well as with the architectural and
operational characteristics of the analyzed network architectures.

This group is responsible for determining the relative importance of cyber resilience criteria
using the PIPRECIA-S method. Each expert independently selects a reference criterion and
evaluates other criteria relative to it in order to obtain preliminary weights. The same group also
assesses disruption scenarios using the ISO 31000 approach, where probability and impact of each
scenario are evaluated and then aggregated and normalized.

The second group of five experts is responsible for the operational evaluation of system
performance. They have practical experience in network architecture design, cybersecurity and
IT systems in educational institutions. Based on their knowledge, they evaluate the performance
of each alternative under different disruption scenarios. These evaluations form decision matrices
used for further analysis. To reduce subjective bias, all assessments are performed independently,
and final values are obtained by aggregating results using the arithmetic mean across criteria,
alternatives and scenarios.
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4. Results and discussion

This chapter presents the results of the application of the H-SCRM methodology for the
quantitative assessment of cyber resilience of network architectures in educational institutions,
based on defined criteria, disruption scenarios and expert assessments.

4.1. Determination of weight coefficients of resistance criteria

Table 1 shows the choice of reference criteria of each member of the first expert group, as well
as the relative importance of criteria s;. Although the experts independently chose the reference
criterion based on which they evaluated the relative importance of the other criteria, the
mathematical structure of the PIPRECIA-S method remained the same for all experts.

Table 1. Selection of the reference criterion and determination of the relative importance of the

criteria
Expert  Reference criterion ¢, ¢, C ;1 c. ¢, C
Expert1 C1 - Availability of network 10 10 08 1.0 12 10 10
infrastructure
Expert2 €3 — Network traffic management 1.0 08 10 1.0 12 1.0 08

Expert3  C4 — System scalability and adaptability 1.0 0.8 1.0 08 12 1.0 1.0
C, — Availability of network
infrastructure

Expert5 €5 — Resilience to cyber threats 1.0 08 1.0 08 1.0 1.0 1.0

Source: Authors’ calculation

Expert 4 1.0 1.0 08 1.0 12 1.0 08

Expert ratings were processed using the PIPRECIA-S method, and the coefficient of variation
less than 0.2 confirms a high degree of agreement among experts. The final values of weight
coefficients and ranking criteria are shown in Table 2.

Table 2. Weight coefficients of cyber resistance criteria

Cj Wj Rank
C, 0.160 1
C, 0.144 3
C; 0.133 5
C, 0.124 6
Cs 0.150 2
Ce 0.150 2
¢, 0.139 4

Source: Authors’ calculation

The analysis of the obtained weight coefficients shows that the criteria Availability of network
infrastructure (C;), Resistance to cyber threats (Cs), as well as the criterion Scalability and
adaptability (Cs) have the greatest importance in the assessment of cyber resistance of network
architectures of educational institutions. These results indicate that experts believe that the key
factors of overall resilience are stable network availability, the system's ability to withstand
attacks and flexibility in adapting to new conditions. The criteria Recovery time (C,) and
Supervision and management (C;) occupy a medium level of importance, which indicates that
their role is not negligible, but not dominant in relation to the first three criteria. The Network
Traffic Management (C3) and Failure Tolerance (C,) criteria have the lowest importance, but still
contribute to the cyber resilience rating.
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4.2. Determination of severity of disturbance scenarios

To calculate the relative importance of disturbance scenarios, five experts evaluated the
probability of occurrence Ps, and the impact [, of each of the five defined scenarios. The results

of expert assessments are shown in Table 3.

Table 3. Assessment of the probability of occurrence and impact of cyber disruption scenarios

Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
Pg, I, Pg, Ig, Pg, Is, Pg, Ig, Pg, I,
0.8 5 0.8 5 0.7 5 0.8 5 0.8 5
0.6 4 0.6 4 0.6 4 0.7 4 0.6 4
0.5 3 0.5 3 0.6 3 0.5 3 0.5 3
0.6 5 0.6 5 0.6 5 0.5 5 0.6 5
0.7 5 0.7 5 0.6 5 0.7 5 0.7 4

Source: Authors’ calculation

The preliminary weights of the scenarios are aggregated by the arithmetic mean, and the
coefficient of variation less than 0,2 confirms the consistency of the ratings. The normalized values
enable a quantitative comparison of the importance of the scenarios. Table 4 shows the
normalized values of the weights of the disturbance scenarios and their ranking.

Table 4. Disturbance scenario weights and ranking

Si Ws; Rang
S1 0.28 1
S, 0.17 4
S3 0.12 5
S, 0.20 3
Sy 0.23 2

Source: Authors’ calculation

The obtained results show that the scenario S;- Failure of a critical network device has the
highest aggregated weight, which confirms that the centralized network infrastructure represents
a key point of system dependency and that its interruption directly affects the availability of
communication services and control over distributed components. Scenario S; — compromise of
cloud or educational information services takes second place, emphasizing the strategic role of
external information services in the work of educational institutions, where their disruption can
lead to a decrease in operational efficiency and control over teaching and administrative
processes. Scenario S, - DDoS attack has a significant impact, which indicates the importance of
protection against external cyber threats. The medium-ranked scenarios S, — interruption of
communication links and S; — network traffic overload represent scenarios with a moderate
operational impact, which can be partially mitigated by applying redundancy and alternative
communication paths.

4.3. Quantifying the performance of alternatives by scenario

The next step in the application of the H-SCRM methodology is the quantification of the
performance of the network architecture alternatives according to the defined cyber resilience
criteria within each disruption scenario. For each disruption scenario S;, a decision-making matrix
was formed based on the assessment of another group of experts who evaluated three network
architectures A, according to each of the cyber resilience criteria C;. Scores are assigned on a scale
from 1 to 5, where a higher value indicates a better level of performance for the benefit criteria,
while for the cost criteria, a lower value represents a more favorable solution. The values of expert
ratings are aggregated using the arithmetic mean. The coefficient of variation, which in all cases
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has a value less than 0,2 indicates a high degree of agreement between the experts and the stability
of the alternative evaluation model. The normalized values of criteria scores by alternatives for
each of the defined scenarios are shown in Table 5.

Table 5. Normalized values of criteria by alternatives for each scenario

A S; C, C, Cs C, C. [ C,
A, 0.471 0.500 0.448 0.463 0.45 0.352 0.466
A, S, 0.581 0.500 0.588 0.550 0.588 0.616 0.611
A, 0.665 0.708 0.673 0.695 0.673 0.705 0.640
A, 0.511 0.520 0.485 0.450 0.485 0.391 0.536
A, S, 0.483 0.465 0.571 0.534 0.571 0.559 0.631
As 0.681 0.631 0.686 0.703 0.686 0.699 0.631
A, 0.424 0.488 0.424 0.424 0.457 0.352 0.468
A, Ss 0.566 0.517 0.566 0.566 0.571 0.588 0.624
As 0.707 0.586 0.679 0.707 0.685 0.735 0.686
A, 0.449 0.500 0.424 0.424 0.449 0.316 0.468
A, S, 0.561 0.500 0.566 0.566 0.561 0.574 0.624
As 0.702 0.567 0.679 0.707 0.702 0.718 0.749
A, 0.424 0.569 0.424 0.424 0.449 0.316 0.424
A, Ss 0.566 0.675 0.566 0.566 0.561 0.574 0.566
As 0.707 0.432 0.707 0.707 0.702 0.718 0.707

Source: Authors’ calculation

The analysis of normalized values shows that alternative A; in every scenario achieves the
highest values according to benefit criteria, especially in relation to the criteria of flexibility,
scalability and continuity of system operation. Alternative A, shows stable but moderate
performance, while alternative A, achieves the lowest values in most scenarios, which indicates
a lower level of network infrastructure resilience in educational institutions.

4.4. Calculation of partial resistance indices according to scenarios

A partial resistance index is calculated for each alternative under individual scenarios, taking
into account the calculated relative weights of the criteria obtained by the PIPRECIA-S method.
The partial resilience index represents a weighted sum of normalized criteria values and shows
the level of resilience of the network architecture in a specific disruption scenario. The values of
the partial resistance indices of the alternatives according to the scenarios are shown in Table 6.

The results shown in Table 6 indicate that the differences between the alternatives in scenarios
S;, §; and S; are relatively uniform. This means that in conditions of failure of a critical network
device, interruption of communication links and network traffic overload, all alternatives can
maintain the basic level of functionality, but with different degrees of efficiency. Alternative
Asachieves the best performance in these scenarios, which confirms its stability and ability to
maintain the continuity of the educational institution's information system.

Table 6. Partial indices of resistance of alternatives according to each scenario

4 RW R® R® RW R®

A, 0.449 0.484 0.421 0.411 0.414
A, 0.575 0.541 0.570 0.566 0.568
43 0.678 0.675 0.706 0.716 0.721

Source: Authors’ calculation

In scenario S,, which represents a DDoS attack, there is a more pronounced separation of
alternatives. Alternative A; reaches a significantly higher value of the partial resistance index,
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while alternative A; records the lowest value. This result indicates that DDoS attacks represent
one of the most critical disruptions for network architectures of educational institutions and that
only more robust configurations can provide an adequate level of protection and continuity of
information services.

In scenario S5, which represents the breach of cloud or educational information services, the
dominant position of alternative A;, which achieves the highest partial resistance index, is
additionally confirmed. This result indicates the pronounced ability of this alternative to ensure
continuity of work, stability of information systems and data protection even in complex cyber
incidents.

4.5. Calculation of the global resistance index

The global resilience index is calculated by applying the H-SCRM aggregation of partial
resilience indices taking into account the relative weights of the disturbance scenarios. This index
represents the overall level of resilience of network architecture in educational institutions and
enables the final ranking of alternatives. Figure 1 shows the values of the global resilience index,
as well as the ranking of the analyzed alternatives.

e 0,8 0,698
0,565

0,6

0,436

0,4

0,2

0
Al A2 A3

Figure 1. Global index of resilience of alternatives
Source: Authors’ calculation

The results presented in Figure 1 show that the introduction of scenario weights did not
change the ranking of the alternatives, which confirms the stability and robustness of the H-
SCRM decision model. Alternative A; achieves the highest value of the global resilience index
and maintains a dominant position even after weighting the scenarios, while alternative A,
remains the least resilient network architecture.

5. Sensitivity analysis of the H-SCRM model

Sensitivity analysis allows examining the impact of changes in input parameters on the final
results of the model and the ranking of alternatives. In this way, it can be determined whether
the global resilience index and the ranking of network architectures depend on the initial weights
of criteria and scenarios or whether the model maintains stability under different decision
conditions.

Within this research, two types of sensitivity analysis were conducted: (1) changing the
weights of criteria to simulate different expert priorities of cyber resilience, and (2) changing the
weights of disruption scenarios to examine the impact of cyber incidents on the global resilience
index of network architectures.

5.1. Criteria weight variation

The sensitivity analysis was carried out by changing the weight of an individual criterion,
while the weights of the remaining criteria are proportionally adjusted in order to preserve the
normalization condition. If we assume that the weight of the criterion changes, the variable
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weight of this criterion represents a decrease or increase in weight by +20%. The remaining
weights of the criteria are proportionally adjusted in order to preserve the normalization
condition. In this way, it is ensured that the sum of the new weights of the criteria remains equal
to one, thus maintaining the consistency of the decision model. The partial index of resistance of
the alternative in the scenario after changing the weights is recalculated based on the normalized
values of alternatives according to the observed criteria. On the basis of the obtained partial
resistance indices, the global resistance index of the alternatives is recalculated, which enables the
analysis of the impact of changes in the weights of the criteria on the final ranking of network
architectures.

The sensitivity analysis is focused on criteria C;, C5 and C4 because these are the criteria with
the highest weights. Given that these three criteria have the greatest weight, they proportionally
have a greater impact on the partial resilience indices, as well as on the global resilience index.
Figure 2 shows a graphic representation of the sensitivity analysis of the global resilience index
after changing the weight of the key criteria by +20%. The results indicate a high robustness of
the model, because even with extreme changes in the weight of the most important criteria, there
are no changes in the ranking of alternatives. The graphic lines visually highlight the impact of
certain criteria on the global resilience index. Changing the weight of criterion Cy gives the largest
jump or fall of the index, which indicates that this criterion has the greatest impact on the
evaluation of resilience. This information is important in strategic decision-making and
prioritization of investments in the field of cyber resilience.
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Figure 2. Global resilience index after changing the weight of key criteria
Source: Authors’ calculation

5.2. Scenario weight variation

The weights of the scenarios represent the relative importance of various cyber incidents and
network infrastructure disruptions in educational institutions, and their impact is directly
reflected in the value of the global alternative resilience index. Therefore, it is necessary to
examine whether the change in the importance of individual scenarios affects the final ranking of
network architectures and the stability of the decision-making model.

In order to check the stability of the model, additional sets of scenario weights were defined
that simulate different priorities of cyber incidents in educational institutions. Changing the
weight of the scenario enables the analysis of the behavior of the model in conditions of different
security priorities, such as the increased importance of DDoS attacks, greater dependence on
cloud services or even risk distribution. Within the sensitivity analysis, three sets of scenario
weights are defined:

e Model A — an even distribution of scenario weights, which represents a neutral
environment in which all cyber incidents have the same importance;
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e Model B - increased importance of DDoS attacks, where scenario S, gets the most
weight, thus simulating an environment with frequent network attacks;
e Model C - increased importance of cloud and information services, where scenario
Ss gets the most weight, which simulates the high dependence of educational
institutions on digital services.
The scenario weights for all analyzed models are shown in Table 7.

Table 7. Scenario weights by models for sensitivity analysis

S; Basic model Model A Model B Model C
S1 0.28 0.20 0.20 0.20
S, 0.17 0.20 0.15 0.15
S3 0.12 0.20 0.10 0.10
Sa 0.20 0.20 0.35 0.20
Sy 0.23 0.20 0.20 0.35

Source: Authors’ calculation

Based on the new scenario weights, the global resistance index of the alternatives was
recalculated, and the results are shown in Figure 3.
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Figure 3. Stability of the ranking of alternatives when the weights of the scenarios change
Source: Authors’ calculation

The analysis shows that, even with changes in scenario weights, the ranking of alternatives
remains stable. Alternative A; retains the dominant position in all cases, which confirms the
robustness of the proposed decision model. Alternatives A, and A, also keep their orders, which
indicates that the variations of scenario weights do not lead to significant changes in the choice
of the optimal network architecture for educational institutions.

6. Conclusion

In this work, the H-SCRM methodology was applied for the quantitative assessment of the
cyber resilience of network architectures of educational institutions. Through the identification
of seven key criteria (C; — C;) and the definition of five disruption scenarios (S; — Ss), aggregated
and normalized matrices were formed that enabled the calculation of partial resilience indices by
alternatives, as well as a weighted global resilience index. The obtained results show that
alternative A; consistently achieves the highest resistance index, which indicates that this
architecture best responds to potential cyber threats in the analyzed context.

The analysis of normalized values and partial indices shows that the criteria Availability of
network infrastructure (C;), Resistance to cyber threats (C5) and Scalability and adaptability (Cy)
have a dominant influence on the global resilience index, while the other criteria contribute to a
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lesser extent, but are significant for the overall assessment. The sensitivity analysis, performed by
changing the weights of the three dominant criteria +20%, shows that the ranking of the
alternatives remains stable, which confirms the robustness of the model and the practical
applicability of the results.

The proposed model allows managers of educational institutions to identify critical points of
their network architectures and implement protection measures as a matter of priority. In
addition, the methodology contributes to the application of multi-criteria decision-making in the
specific context of network architectures of educational institutions, filling a gap in the literature
that mainly focuses on IT infrastructure in a general sense.

The research conducted has several limitations. The first limitation is that the criterion ratings
were collected by five experts, which limits the generalization of the results. A larger sample of
experts would increase the reliability of the assessment and reduce the risk of individual biases.
On the other hand, the number of disruption scenarios is fixed and does not include all possible
situations in a real cyber environment. Adding new scenarios or combinations of risk events
could affect the values of the partial and global resilience indices. The ratings were made on a
scale from 1 to 5, which, despite the confirmed homogeneity through the coefficient of variation,
may reflect the subjective preferences of experts. Additionally, dynamic changes in network
infrastructure and unexpected attacks are not included in the analysis, which may affect the
actual level of resilience in practice.

Future research directions include expanding the number of criteria and scenarios to include
advanced cyber-attacks, insider threats, and IoT device failures, as well as integrating predictive
algorithms and machine learning to adaptively adjust weights and scenarios based on real-world
events. The proposed methodology can be applied to other sectors and systems that require
multi-criteria resilience assessments, thus enabling a wider application of the model.
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